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CHAPTER 1

Introduction

1.1 PURPOSE

This manual describes Firmware Over-The-Air (FOTA) with RSL10. It provides the prerequisites and instructions
necessary to develop FOTA-ready firmware applications and to perform FOTA updates in the field.

1.2 INTENDED AUDIENCE

This manual is for firmware developers who are designing and implementing RSL10 applications with FOTA
capability.

1.3 CONVENTIONS

The following conventions are used in this manual to signify particular types of information:

monospace font
Macros, functions, defines and addresses.

italics
File and path names, or any portion of them.

<angle brackets>
Optional parameters and placeholders for specific information. To use an optional parameter or
replace a placeholder, specify the information within the brackets; do not include the brackets
themselves.

1.4 FURTHER READING

For more information about RSL10, refer to the following documents:

* RSL10 Hardware Reference

* RSL10 Firmware Reference

»  Getting Started with RSL10

»  RSL10 Sample Code User’s Guide

*  RSL10 Evaluation and Development Board Manual
* RSL10 Datasheet

www.onsemi.com
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CHAPTER 2

Overview

2.1 PREREQUISITES

« RSL10 SDK CMSIS-Pack version 2.4.0 or later (available at www.onsemi.com)
* RSL10 USB Dongle
e RSL10 Evaluation and Development Board (EVB)
*  RSL10 Bluetooth Low Energy Explorer (available at www.onsemi.com)
e Python v2.7 or later:
+ Install package ecdsa version 0.13 or later.
» Install package pyserial version 3.2 or later.
e Make sure Python is added to the system path.
*  You can install the above packages using PyPI (for example, python -m pip install ecdsa).

+ Fota.Console tool (available in the utility apps zip package), which has the following dependencies:
*  Microsoft™ .Net Framework version 4.6 or later
*  SiliconLabs™ VCP driver version 6.7.3 or later (available in the RSL10 Bluetooth Low Energy Explorer
installation, ON Semiconductor/Bluetooth Low Energy Explorer/Driver/CP210x_Windows_Drivers.zip)

»  Or the mobile application, as an alternative to the Fota.Console tool (see Chapter 9, “RSL10 FOTA Mobile
Application” on page 36).

2.2 OVERVIEW

The RSL10 software ecosystem includes a set of tools that allows Firmware Over-The-Air (FOTA) updates from a
PC with the RSL10 USB dongle to a remote RSL10 device over a Bluetooth Low Energy wireless link. On the PC side,
a Python utility (mkfotaimg.py) generates FOTA-compatible firmware images and a PC command line tool
(FOTA.Console.exe) transfers the images to the remote device. The PC command line tool uses the RSL10 USB Dongle
as a central device to scan, connect and transmit the firmware image. The remote RSL10 device firmware side consists
of a bootloader program, sample code, and a FOTA Bluetooth Low Energy stack that contains the Device Firmware
Update (DFU) Bluetooth Low Energy component. Figure 1, below, illustrates a typical FOTA update setup from the PC
point of view:

RSL10 SDK
app.bin, fota.bin
app.fota v
* mkfotaimg.py
RSL10 app.fota
TR X
FOTA.Console.exe

@_J

Figure 1. FOTA Update Setup
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The following chapters provide details about the tools, protocols and firmware required to perform FOTA updates
using RSL10. We present details about the FOTA firmware images and tools, walk you step-by-step through your first
firmware update using a pre-configured sample application (ble_peripheral_server_hrp_fota), and show how to modify
an existing application to support FOTA updates.

www.onsemi.com
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CHAPTER 3

The FOTA Firmware

3.1 FOTA PARTITIONING
A device capable of receiving FOTA updates contains firmware composed of three parts, as illustrated in Figure 2:
1. Bootloader

2. FOTA Bluetooth Low Energy stack including DFU component (fota.bin sub-image)
3. User application (app.bin sub-image)

Bootloader

BLE Stack Area
(fota_bin)

DFU

Padding up to 2KB

Application area
(app.bin)

Figure 2. Memory Map

Each part depends on the previous one, except the bootloader, which is standalone. The FOTA Bluetooth Low
Energy stack depends on the bootloader. The user application depends on the FOTA Bluetooth Low Energy stack, and
therefore, also depends on the bootloader. In terms of size, the bootloader reserves 8KB of memory. The Bluetooth Low
Energy stack, which contains the Device Firmware Update (DFU) component and the padding between the sub-images,
allocates about 154KB. The remainder of the RSL10 main flash memory is available for the application (380KB -
154KB - 8KB approximately equal to 218KB). The boundary between the Bluetooth Low Energy stack and application
areas can be dynamic, so it is possible to increase the Bluetooth Low Energy stack size at the expense of the application
size, and vice versa.

When building a FOTA-compatible RSL10 sample application, you may notice that the libfota.a library is linked.
This library functions as a stub object, and implements the Bluetooth Low Energy library functions as pointers to the
real implementation, located in the fota.bin area. This makes the link between the application and the FOTA Bluetooth
Low Energy stack particularly strong, because the application code calls functions from the Bluetooth Low Energy
stack directly. Therefore, an application can only run together with the specific FOTA Bluetooth Low Energy stack
revision that is used when building that application. For this reason, it is not possible to update the Bluetooth Low
Energy stack without updating the application. On the other hand, it is possible to perform a FOTA update of the user
application only.

www.onsemi.com
6



ON Semiconductor

Two types of FOTA updates are possible:

*  Application only update
*  Application + FOTA Bluetooth Low Energy stack update

The DFU component, an application embedded in the Bluetooth Low Energy stack area, implements a DFU
Bluetooth Low Energy custom service for FOTA updates. It contains characteristics that allow a client device to gather
information from the installed firmware (such as version numbers and IDs) and download the firmware image. As the
DFU is embedded into the FOTA Bluetooth Low Energy stack area, FOTA updates are possible even when no valid
user application is available in the device. More details about this component are provided in Chapter 6, “The DFU” on
page 20.

3.2 FIRMWARE STARTUP

Upon boot-up, the bootloader checks whether there is a valid user application or Bluetooth Low Energy stack
programmed. The sequence of operations is as follows:

1. Ifthere is a valid user application, start it.
If no valid application is found, start the FOTA Bluetooth Low Energy stack DFU component (so the device
can receive FOTA updates).

3. Ifno valid FOTA Bluetooth Low Energy stack is found, start the bootloader updater (in this case, the device
can only receive firmware updates over UART/USB).

The FOTA Bluetooth Low Energy stack DFU component can be activated from the user application at any time,
through a call to Sys_Fota_StartDfu (). More details about this are provided in later chapters.

3.3 APPLICATION ONLY UPDATE

To update the application, the currently installed user application needs to start the DFU component from the
Bluetooth Low Energy stack. The DFU component then starts the FOTA process and receives the new application
image. The application image embeds the Build ID, calculated by the GNU linker over all symbols of fota.bin (see
Table 4 on page 23 for more about the FOTA stack Build ID). If this information does not match the installed Bluetooth
Low Energy stack revision, the FOTA update is aborted. At this point the currently installed application is not
destroyed.

If the Bluetooth Low Energy stack revision is compatible, the currently installed application is erased and the new
image is programmed as the data comes in. When the whole image is programmed successfully, the DFU component
marks the new application as valid and performs a restart. If the application update is aborted for any reason (power
loss, for example), this causes the application area to contain an invalid image. The update process can be restarted from
the beginning in this case, as the device still contains a valid Bluetooth Low Energy stack with the DFU component.

3.4 APPLICATION + FOTA BLUETOOTH Low ENERGY STACK UPDATE

This type of update is performed in multiple steps:

1. Start the DFU component.
When the FOTA process receives a Bluetooth Low Energy stack image instead of an application image, no
revision check is performed, and the downloaded image is saved in the application area. The FOTA process
executes code from the Bluetooth Low Energy stack area, so it is not possible to directly replace the Bluetooth
Low Energy stack.

3. After completely programming the new Bluetooth Low Energy stack image into the download/application
area, the DFU component performs a reset and thereby activates the bootloader.

www.onsemi.com
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4. The bootloader detects a valid Bluetooth Low Energy stack image in the download area and copies it to the
Bluetooth Low Energy stack area. This is now possible because the previous Bluetooth Low Energy stack is no
longer needed. After successfully copying the new Bluetooth Low Energy stack, the bootloader invalidates the
Bluetooth Low Energy stack in the download/application area and proceeds with the firmware startup.

5. As with a usual bootloader startup, the DFU component of the new Bluetooth Low Energy stack detects no
valid application, and therefore starts the FOTA DFU again to receive the new application image.

6. From this point on, the process is the same as it is with an application only upgrade.

Because the application area is used to temporarily hold the Bluetooth Low Energy stack image, the size of the
Bluetooth Low Energy stack cannot exceed half of the size of the area between the end of the bootloader area and the
end of the main flash area. This limits the Bluetooth Low Energy stack size to a maximum of (380-8)/2 = 186 KB.

If the bootloader copy operation of the Bluetooth Low Energy stack image from the application area to the
Bluetooth Low Energy stack area is aborted, at next startup the bootloader detects the still-valid Bluetooth Low Energy
stack image in the application area and repeats the copy. This makes it possible to recover from power loss during the
update process.

www.onsemi.com
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CHAPTER 4

Performing Your First FOTA Update

4.1 OVERVIEW

Before we dive into all details regarding the FOTA tools, firmware images, and protocol specifications, this chapter
walks you step-by-step through the process of performing your first FOTA update. The goal is to provide you a basic
hands-on understanding of the RSL10 FOTA update process, and to ensure that your hardware and software are
correctly setup. This chapter shows how to:

1.

Generate a FOTA firmware image using the preconfigured ble_peripheral_server_hrp_fota sample
application. This application is similar to the Heart Rate Bluetooth Low Energy application
(ble_peripheral_server_hrp) with added features to support FOTA updates.

Set up the RSL10 bootloader and load a firmware image using UART.

Perform a FOTA update using the FOTA.Console PC tool. Alternatively, a FOTA update can be performed
using the mobile application. See Chapter 9, “RSL10 FOTA Mobile Application” on page 36.

This tutorial assumes that you have installed the prerequisites and have the required version of the RSL10
CMSIS-Pack installed (see Getting Started with RSL10 for instructions on how to import a CMSIS-Pack).

4.2 GENERATING THE FOTA FIRMWARE IMAGE

1.

2.

@ Packs |[% Examples E3

Open the Examples tab in the Pack Manager perspective to see example projects, included in the RSL10
CMSIS-Pack.

Find the ble_peripheral_sever_hrp_fota example project and click the Copy button to import it into your
workspace. (See Figure 3, below.)

[] Only show examples from installed packs |

Search Example

Example Action
ADC_UART (RSL10 Evaluation Board) 4 Copy
aes128 (RSL10 Evaluation Board) 4 Copy
ble_central_client_bond (RSL10 Evaluation Board) ’ Copy
ble_central_client_scan (RSL10 Evaluation Board) ’ Copy

ble_peripheral_server_bond (RSL10 Evaluation Board)# Copy
ble_peripheral_server_hrp (RSL10 Evaluation Board) [#% Copy
ble_peripheral_server_hrp_fota (RSL10 Evaluation Bod$ Copy

Description

ADC with UART Sample Code

AES128 - Simple AES-128 Sample Code

BLE Central Client Bonding Sample Code

Central Device with Client Scanner Sample Code

BLE Peripheral Server Bonding Sample Code

Heart Rate Peripheral Device with Server Sample Code
Heart Rate Peripheral Device with Server Fota Sample Code

blinky (RSL10 Evaluation Board)
bootloader (RSL10 Evaluation Board)

4 Copy
€ Copy

Blinky GPI1O 1/0 Sample Code
Bootloader Sample Code

Figure 3. Importing the FOTA Sample Project

3.

The C/C++ perspective opens and displays your newly copied project. In the Project Explorer panel, you can
expand your project folder and explore the files inside your project, as seen in Figure 4 on page 10. On the
right side, the ble_peripheral_server_hrp_fota.rteconfig file displays the selected software components,
including the new component named Fota. If you expand RTE > Device > RSL10, you can find the FOTA
library (libfota.a), the FOTA Bluetooth Low Energy Stack binary file (fota.bin), and the Python tool
mkfotaimg.py. These files are automatically added to your sample project once the Fota component is selected.

www.onsemi.com
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l{ Project Explorer 532 B 4% | # Y= 08 4 ble_peripheral_server_hrp_fota.rteconfig &2
4 =5 ble_peripheral_server_hrp_fota & Components (-] f-iolue

b [mt Includes

b = include Software Components Sel.  Variant

4 = RTE M RsL10

4 (= Device > & CMSIS Driver
4 = RSL10 a € Device

> [€ ble bass.c [ONSemiconductor:Device Bluetooth Core.BLE Abstracti 4 % Bluetooth Core (APT)
b @ ble_bass.h [ONSemiconductor:Device.Bluetooth Core.BLE @ BLE Abstraction source
> @ ble_dfus.c [ONSemiconductor:Device Bluetooth Core.BLE # BLE Stack O release
> @ ble_dfus.h [ONSemiconductor:Device.Bluetooth Core.BLE ¥ Fota release
> @ ble_diss.c [OMSemiconductor:Device.Bluetooth Core.BLE ¥ Kernel O release
> @ ble_diss.h [ONSemiconductor:Device.Bluetooth Core.BLE » < Bluetooth Profiles
> [ ble_gap.c [ONSemiconductor:Device.Bluetooth Core.BLE A 4 % Libraries
> @ ble_gap.h [ONSemiconducter:Device.Bluetooth Core.BLE @ Calibrate O release
b @ ble_gatt.c [ONSemiconductor:Device.Bluetooth Core BLE A @ Custom Protocol [] release
> [B ble_gatt.h [ONSemiconductor:Device.Bluetooth Core.BLE Ab @ DMA O source
> @ ble_hrps.c [ONSemiconductor:Device.Bluetooth Core.ELE ¥ Flash O release
> [B ble_hrps.h [ONSemiconductor:Device.Bluetooth Core.BLE Abstract @ GPIO O  source
> @ ble_|2c.c [ONSemiconductor:Device.Bluetooth Core.BLE ¥ Math [H] release
P @ ble_12c.h [OMSemiconductor:Device.Bluetooth Core.BLE A @ Remote_Mic O release
> [€ msg_handler.c [ONSemiconductor:Device Bluetooth Core.BLE Absi @ Systern release
> [B msg_handler.h [ONSemiconductor:Device.Blustooth Core.BLE Abs @ Startup release

> @ RTE_Device.h [ONSemiconductor: ice. Startup.release]
|= fota.bin [ONSemiconductor:Device.Bluetooth Core.Fota.release]
libbass.a [ONSemiconductor:
libemsis.a [ONSemiconductor:Device Startup.releas
libdiss.a [OMSemiconductor:Device Bluetooth Profil 155.release]
libfota.a [OMSemiconductor:Device.Bluetooth Core Fotarelease]
libhrps.a [ONSemiconductor:Device.Bluetooth Profiles, HRPS.releas
libsyslib.a [ONSemiconductor:Device Libraries Systermn.release]
A mkfotaimg.py [ONSemiconductor:Device.Bluetooth Core Fota.rele
i @ stubprf.c [::Device.Bluetooth Core]
> [A RTE_Components.h
> (= source
o g app.c
‘ ble_peripheral_server_hrp_fota.rteconfig
@ readme_ble_peripheral_server_hrp_fota.md
|5 sections.ld

evice.Bluetooth Profile releas:

Figure 4. Files in FOTA Sample Project

4. Build the ble_peripheral_server_hrp_fota project. After a successful build, the
ble_peripheral_server_hrp_fota.fota image is generated under the Debug folder, as seen below in Figure 5:

www.onsemi.com
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i Project Explorer 3

a = ble_peripheral_server_hrp_fota
> d;-f' Binaries
» i Includes
4 = Debug
: = RTE
» = source
. [5p app.o - [arm/le]
s #g& ble_peripheral_server_hrp_fota.elf - [arm/le]
=| app.d
4| ble_peripheral_server_hrp_fota.bin
=| ble_peripheral_server_hrp_fota.fota
=| ble_peripheral_server_hrp_fota.hex
2 ble_peripheral_server_hrp_fota.map
makefile
objects.mk
sources.mk
subdir.mk
» = include
. - RTE
» [ source
» €] app.c
4p ble_peripheral_server_hrp_fota.rteconfig
|| readme_ble_peripheral_server_hrp_fota.md
=| sections.|d

Figure 5. .fota Image in Debug Folder

The generated .fota file contains both the Fota Bluetooth Low Energy stack sub-image (fota.bin) and the
application sub-image. This file can be used by the bootloader UART PC updater tool to perform a UART
firmware update, or by the FOTA.Console.exe PC tool to perform a FOTA update.

4.3 SETTING UP THE RSL10 BOOTLOADER AND LOADING A FIRMWARE IMAGE USING UART

1. Ifyou are running a FOTA update for the first time, your RSL10 EVB does not have the RSL10 bootloader
flashed into it.

2. Import and build the bootloader sample application, available in the Examples tab.

3. Start a debug session to flashload the bootloader application into the RSL10 Evaluation and Development
Board (or alternatively use the external flashloader to load the bootloader.hex file).

4. Reset your board. After reset, you can see that the LED of the RSL10 Evaluation and Development Board is
continuously on, indicating that bootloader has not found a valid user application or a valid FOTA Bluetooth
Low Energy stack, and therefore has activated its updater mode. In this mode, the bootloader is waiting for
commands over UART to download a new user application firmware image.

5. Use the Windows Device Manager to find out the COM port number assigned to your RSL10 EVB, identified
by the JLink CDC UART Port (COM4, as seen in Figure 6. below):

~ i Ports (COM & LPT)
i Link CDC UART Port (COM4)
i Silicon Labs CP210x USB to UART Bridge (COM3)

Figure 6. RSL10 EVB COM Port Number

www.onsemi.com
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6. Using a command prompt, navigate to the bootloader/scripts folder. You can see the updater.py tool together
with additional .dll dependencies.

7. Invoke the updater.py tool to load the ble_peripheral_server_hrp_fota.fota image over UART with the
following command:

> python updater.py COM4 ble peripheral server hrp fota.fota
Image : PSHRP ver=2.4.0 / FOTA ver=2.4.0
Bootloader : BOOTL* ver=2.0.1

LR R SRR S SR SRS RS SR SRR SR SRR SRR EEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEESEEEEES]

You can expect similar output. For each flash sector transferred and written to the flash memory, an asterisk (*)
symbol is printed on the screen.

If you find errors executing this step, make sure you have the required versions of Python and the pyserial
package.

8. You can use the RSL10 Bluetooth Low Energy Explorer or another application to confirm that your new
firmware is running and advertising under the name Peripheral HRP_ FOTA, as shown in Figure 7 on

page 12:
(@) RSL10 Bluetooth Low Energy Explorer (COMS)
Setup ?
Scan C | Clear  Sort Connect Encrypt  Disconnect Update Discover Services
- Info
(no name)
Statedldle RSS!-77 Bondad'Ne MName Peripheral_HRP_FOTA
Address AABB:FF:22:11:94 (Random Unknown)
Peripheral_HRP_FOTA Bonding
Stateldle RSS1-54 BondedNa State Idle
RSSI -54
(no name)
Statesidle ASS-78 BondedNo Advertisement
Flags 0x06 (LE General Discoverable Mode, BR/EDR Not Supported)
(no nalme] _ Complete Local Name Peripheral_HRP_FCTA
Stateldle RSSE-85 Bonded:No B
Service Data - 16-bit UUID 180D
(no name) Manufacturer Specific Data Company Identifier: ON Semiconductor (0x0362), Data: Ox-

Statelgle RS51-88 Bonded:No

Figure 7. FIrmware Running

Your device is now ready to perform a FOTA update, as it contains all the required components: the bootloader
program and the Fota Bluetooth Low Energy stack.

4.4 PERFORMING A FOTA UPDATE UsING THE FOTA.CoNsoLE PC TooL

1. Make sure no other process is using the RSL10 Dongle (e.g.: close RSL10 Bluetooth Low Energy Explorer).
2. Use the Windows Device Manager to find the COM port number assigned to your RSL10 Dongle, identified
by the Silicon Labs USB to UART Bridge (COMS, in the example below in Figure 8):

~ i Ports (COM & LPT)

i Link CDC UART Port (COM4)
i Silicon Labs CP210x USB to UART Bridge (COM3)

Figure 8. RSL10 Dongle COM Port Number

www.onsemi.com
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3. The Fota.Console tool is available in the RSL10 Utility Apps zip package. Make sure to extract this package
and use a command prompt tool to navigate to the Fota.Console folder.
4. Run the Fota.Console.exe tool to start a FOTA update using the following command:

Fota.Console.exe /COM=COM5 /IN=ble peripheral server hrp fota.fota /
NAME=Peripheral HRP_FOTA

Make sure to copy the .fota image file into the same folder as the Fota.Console tool, or specify the full path to
this file in the command above.

5. The Fota.Console tool searches, connects and transmits the firmware image to the RSL10 Evaluation and
Development Board. If everything goes as expected, you have successfully performed your first RSL10 FOTA
update. You can expect output similar to this:

Fota.Console.exe /COM=COM5 /IN=ble peripheral server_ hrp fota.fota /
NAME=Peripheral HRP_FOTA
Fota.Console v1.0.5.0

Searching for peripheral

Found peripheral (Address:AA:BB:FF:22:11:94 RSSI:-57dBm Name:Peripheral HRP_FOTA)

Connecting

———————————————————————— Peripheral HRP FOTA ---------=-------—--——-——---

FOTA stack version: FOTA 2.4.0

Application version: PSHRP 2.4.0

Device ID: None

———————————————————————— ble peripheral server hrp fota.fota ------------------------

FOTA stack version: FOTA 2.4.0

Application version: PSHRP 2.4.0

Device ID: None

Service UUID: Db2152466-d600-11e8-9f8b-£f2801f1b9fdl

FOTA build ID: 04 00 00 00 14 00 00 00 03 00 00 00 47 4E 55 00 5F 20 56 EC 3E E6 11 BD 98
4E F2 5E 21 48 E7 97

Establish
RebootToBootloader
Establish
UpdateAppImage
<-- 100.0% 14.8kB/s UpdateAppImage

Finished
Completed with status Success

If you have trouble executing this step, make sure you have installed the required versions of the drivers and
.Net framework.

www.onsemi.com
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CHAPTER 5

FOTA Image

5.1 OVERVIEW

The FOTA Image (.fota file) consists of two sub-images, with padding to a multiple of 2048 bytes in-between so
that the start of the second image lies on an RSL10 flash sector boundary. The first sub-image is the FOTA Bluetooth
Low Energy Stack (fota.bin) and the second one is the user application (app.bin). The Python utility mkfotaimg.py
generates the FOTA image, as illustrated below in Figure 9:

binary files app.fota
fota.bin fota.bin
mkfotaimg.py padding

app.bin app.bin

Figure 9. Image Format

The .fota file can then be used as input to the FOTA.Console.exe tool for a FOTA update, or as input to the
updater.py tool to perform a UART firmware update via the bootloader. For more information about the bootloader, see
the RSL10 Bootloader User's Guide.

5.2 MKFOTAIMG.PY

The mkfotaimg.py tool takes two positional arguments as inputs: the FOTA Bluetooth Low Energy stack sub-image
and the user application sub-image. Its usage and optional arguments are shown below.

Usage:

> mkfotaimg.py [-h] [--version] [-d UUID] [-s KEY-PEM] [-i UUID] [-n NAME] [-o OUT-IMG]
FOTA-IMG APP-IMG

Arguments:

Table 1. Positional Arguments

Argument Meaning

FOTA-IMG FOTA stack sub-image containing the Bluetooth Low Energy
stack and the DFU component (.bin file)

APP-IMG application sub-image (.bin file)

www.onsemi.com
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Table 2. Optional Arguments

Argument Meaning

-h, --help show help message and exit

--version show program's version number and exit

-d UUID, --devid UUID device UUID to embed in the image (default: no ID)

-s KEY-PEM, --sign KEY-PEM name of signing key PEM file (default: no signing)

-i UUID, --srvid UUID advertised UUID to embed in the image (default: DFU service
uuID)

-n NAME, --name NAME advertised name to embed in the image (default: ON FOTA
RSL10)

-0 OUT-IMG name of output image file (default: <APP - IMG>.fota)

This Python utility can be integrated into the post-build steps of Eclipse to generate the .fota format file every time
a user application project is built. This configuration is available in Project > Properties > C/C++ Build > Settings >
Build Steps > Post-Build Steps. Two steps are required to generate the .fota image. First, we need to generate the
app.bin, which is the application sub-image. This is done using the objcopy tool, as follows:

arm-none-eabi-objcopy -0 binary <app names.elf <app name>.bin

Then, we can call the mkfotaimg.py utility to generate the final FOTA image (app.fota file) from the stack
sub-image (fota.bin) and the application sub-image (app.bin) generated above the .fota image, as follows:

mkfotaimg.py fota.bin <app name>.bin

In order to invoke both commands, the two can be combined with the “&&” operator. Chapter 8, “Integrating
FOTA Into Your Application” on page 27, walks you step-by-step through generically configuring this post-build step
for any application, including the path for the Python utility, FOTA stack binary file, and application binary file.

5.3 SuB-IMAGE FORMAT

A sub-image contains the 1-to-1 flash content for RSL10. We use positions 7 and 8 of the vector table to store
pointers for the version info and the image descriptor:

Vector 0 Initial Stack pointer
Vector 1 Reset handler
Vector 2-6 Exception handlers
Vector 7 Pointer to version info
Vector 8 Pointer to image descriptor

Figure 10. Vector Table Positions

Every vector is a 32-bit value. With the Reset handler vector, the image start address can be calculated as:

www.onsemi.com
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<image start address> = <Reset handler vector> & ~0x7FF

To find the version info and image descriptor, we calculate the corresponding image offsets by subtracting the
image start address from the vector value:

<offset version info> = <Pointer to version info> — <image start address>

<offset image descriptor> = <Pointer to image descriptor> — <image start address>
All multi-byte values in the description are in little-endian format.
The version info has the following format:

typedef struct

char id[6]; // ID string
uintl6_t num; //<major [15:12] >.<minor [11:8] >.<revision[7:0] >
} version;

typedef struct

{

version img ver // image version
uint8 t dev_id[16]; // device UUID set by mkfotaimg (default all 0s)
} version_info;

In the FOTA stack sub-image, the version info is directly followed by a configuration structure:

typedef struct

{

uint32 t length; // length of this structure in bytes

uint8 t pub key[64]; // public signing key set by mkfotaimg
// (default all 0s)

uint8 t srv_id[16]; // service UUID used when advertising

// set by mkfotaimg (defaults to the
// DFU service ID)

uintl6_t dev _name len; // device name length set by mkfotaimg
// (defaults to 13)

uint8 t dev_name[29]; // device name used when advertising
// set by mkfotaimg (defaults to
// “ON FOTA RSL10”)

} config info;

The image descriptor has the following format:

typedef struct

{
uint32 t image size; // image size in bytes excluding the signature
uint32_t build id[8]; // FOTA stack build ID

} image descriptor;
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The FOTA stack build IDs from the two sub-images must match; otherwise it means that the application image has
been linked against another version of the FOTA stack image as included in the FOTA image, in which case an
IMAGE DNL BAD BUILDID error is generated. The public key derived from the signing key is stored in the
configuration structure of the FOTA stack sub-image (see above struct config info field pub_key). The image
size found in the image descriptor excludes the signature, so you must add 64 to the size to get the total sub-image size.

5.4 SIGNING THE FOTA IMAGE

The mkfotaimg.py tool provides an optional feature for signing the generated FOTA image with the -s or --sign
optional argument. It requires a PEM file that is used as the signing key. Both sub-images (Bluetooth Low Energy stack
and application) are appended by their 64-byte signatures before being concatenated into a single .fota file. These
signatures are SHA256 sub-image hashes, signed with the elliptic curve NIST256p derived from the provided signing
key. When the -s or - -sign parameter is not used, the images are not signed, and a 64-byte dummy signature is
appended to the sub-images.

To generate a signing key, you can take advantage of the Python ecdsa package and save the generated key in a
PEM file, as shown below:

>>> import ecdsa
>>> sign key = ecdsa.keys.SigningKey.generate (curve=ecdsa.curves.NIST256p)
>>> with open('key.pem', 'wt') as file:

pem = sign key.to pem()

file.write (pem.decode())

You can also use other tools to generate your signing key, such as openssl:

> openssl ecparam -name prime256vl -genkey -noout -out key.pem

IMPORTANT: The signing key is a secret. Keep it safe!

5.5 FOTA SIGNATURE VALIDATION

This section describes the validation of the FOTA image’s signature.

5.5.1 Performing Signature Validation

To perform FOTA signature validation, proceed as follows:

1. Create a signing key, as described above in Section 5.4, “Signing the FOTA Image” on page 17. This signing
key must be used for all FOTA image creations that apply to the same device.

2. Build your application, and call (normally implicit by post-build step) mkfotaimg.py with the parameter's
<signingkey> (see Section 5.2, “mkfotaimg.py” on page 14) to generate the initial FOTA image.

3. Program the bootloader to the RSL10 as shown in Section 4.3, “Setting Up the RSL10 Bootloader and
Loading a Firmware Image Using UART” on page 11.

4. Program the initial FOTA image into the device, via the bootloader, as shown in Section 4.3, “Setting Up the
RSL10 Bootloader and Loading a Firmware Image Using UART” on page 11.

5. Build the new release of the application.

Call mkfotaimg.py with the same signing key to generate the new FOTA image.

7. Download the new FOTA image to the device with Fota.Console.

o

This process guarantees that only FOTA images which are signed with the same key are accepted by the device.
The device can only check the image signature after the whole image has been transferred—and therefore, has already
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overwritten the previous application. If the signature check fails, the device is without a valid application. You can still
download a valid FOTA image if one is available; without a valid FOTA image to download, the device is not operable.

Therefore, mkfotaimg.py provides the parameter -d (see Section 5.2, “mkfotaimg.py” on page 14). If you
provide this parameter with a device specific UUID (which you can generate yourself), this UUID becomes embedded
in the FOTA image, causing the device to accept only new FOTA images with the same UUID. The device can check
this UUID before the currently installed application is overwritten; and if there is a mismatch, the device still works.

The bootloader does no signature check; therefore, it is possible to install any FOTA image via the bootloader. An
update via FOTA is only possible if the signature of the new FOTA image corresponds with the signature key already
installed. If no signature key is installed on the device, any sub-image (signed or not) is accepted. If the transferred
sub-image is a signed FOTA stack sub-image, then only correctly signed sub-images will be accepted.

5.5.2 FOTA Image Checking with the DFU Component

When generating a FOTA image, mkfotaimg. py first embeds the information provided to it through parameters
(device UUID, advertising UUID, advertising name and public part of signing key) into the FOTA stack sub-image
(device UUID instruct version, advertising UUID, advertising name and public part of signing key instruct
config_ info) and into the application sub-image (only device UUID instruct version). (See Section 5.3, “Sub-Image
Format” on page 15.) Then mkfotaimg.py signs both the FOTA and application sub-images with the private part of
the signing key, appends the signatures to the corresponding sub-images, pads the FOTA stack sub-image to RSL10
flash sector (2KiB) alignment, concatenates the FOTA stack sub-image followed by the application sub-image, and
finally writes the result as a FOTA image to disk (see Section 5.1, “Overview” on page 14).

The DFU client (Fota.Console) splits the FOTA image into the two sub-images again, and transfers first the FOTA
stack sub-image (only if needed) and then the application sub-image. The FOTA image can be split because both
sub-images contain data on their own lengths (see Section 5.3, “Sub-Image Format” on page 15). If the build ID of the
new FOTA image (see Section 5.3, “Sub-Image Format”, referring to struct image descriptor) is different from the
build ID of the installed FOTA image (which can be read out via the FOTA Stack Build ID characteristic, shown in
Section 6.5, “DFU Service Characteristics” on page 23), the DFU client has to send the FOTA stack sub-image first.

The DFU component of the FOTA stack checks the embedded information in the already installed FOTA stack
sub-image version against a received sub-image (see code file fota/dfu/app_dfu.c function CheckImage), in this way:

1. Checks the start address of the sub-image; if the address is incorrect, the process aborts with error code
IMAGE_DNI, BAD START.

2. Checks the image length against available space in flash memory; if the length is incorrect, the process aborts
with error code IMAGE DNL_BAD SIZE.

3. Checks the device UUID; if there is a UUID mismatch, the process aborts with error code
IMAGE_DNI, BAD DEVID.

4. For application sub-images only, checks build ID; if there is a build ID mismatch, the process aborts with error
code TMAGE_DNI_BAD BUTLDID.

5. The verification steps 1 through 4 are performed as soon as the image header is received. If the verification is
successful, the DFU component continues to download the rest of the sub-image and starts overwriting the
application area in the flash memory.

6. Checks the received signature against the calculated image hash and the public part of the signing key; if the
key is incorrect, the process aborts with error code IMAGE_DNL_BAD_ SIG and the downloaded image is not
marked as valid.

7. Restarts the device. (If the bootloader then detects a valid FOTA stack sub-image in the application area, it will
copy it to the FOTA stack area first before starting the DFU component from the newly installed FOTA stack
sub-image.)
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5.5.3 More About Digital Signature Validation

The public part of the signing key is stored in the already installed FOTA stack sub-image in the struct
config info field pub_key (see Section 5.3, “Sub-Image Format” on page 15).

For the general workings of digital signatures, refer to:
https://en.wikipedia.org/wiki/Digital signature
For the specific algorithms used by FOTA, refer to:

https://en.wikipedia.org/wiki/Elliptic Curve Digital Signature Algorithm

www.onsemi.com
19



CHAPTER 6

The DFU

6.1 DFU COMPONENT

The Device Firmware Update (DFU) component, which is embedded in the FOTA stack, acts as the server for the
DFU service. This component performs the actual update via the DFU custom service. The DFU component is activated
automatically at device startup if no valid application sub-image is found on the device. The application can also start
the DFU component by calling the function Sys_Fota_ StartDfu().

6.2 UPDATE SEQUENCE

The DFU client scans for a device advertising the configured service ID (normally the DFU service ID). When the
device is found, the DFU client connects to the device and reads its characteristics (Device ID, Versions, Build ID). The
client must only accept FOTA images with matching Device IDs, unless the Device ID characteristic is all 0s, which
means the device is compatible with all FOTA images.

If the Build ID of the application sub-image differs from the Build ID characteristic, the client needs to download
the FOTA stack sub-image first. After this downloads successfully, the client needs to disconnect from the device,
which restarts the device with the new FOTA stack. Now the client needs to reconnect to the same device.

If the Build ID of the application sub-image matches the Build ID characteristic, the client needs to download the
Application sub-image. After successfully downloading, the client needs to disconnect from the device, which restarts
the device with the new user application.

6.3 FOTA STACK SOURCE CODE

The RSL10 CMSIS-Pack includes a prebuilt version of the FOTA Stack available in the form of a software
component, as shown in Chapter 4, “Performing Your First FOTA Update” on page 9. The fota.bin and libfota.a files
are located under <cmsis pack_root>/ONSemiconductor/RSL10/<version>/lib/Release. The source code to
generate these files is also available in the CMSIS-Pack, under <ecmsis pack root>/ONSemiconductor/RSL10/
<version>/source/firmware/fota.

If you would like to customize and rebuild these files, follow these steps:

1. Import the source code project. Navigate to File > Import > General > Existing Projects into Workspace,
set the Select root directory: option with the path to the source code, mark the checkbox Copy projects into
workspace, and click Finish. The project appears in the left side of Project Explorer, as shown in Figure 11
on page 21.
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[= tools

lh| config.h
[k sys_fota.h
[ app

& fota.rteconfig

Figure 11. Copying the Project

ON Semiconductor

2. Modify the source code. For example, change the FOTA stack version number in config.h.

#define VER MAJOR
#define VER MINOR
#define VER REVISION

2
5 //4
0

3. Build the project. After building successfully, libfota.a and fota.bin are generated under the Debug or Release
folder
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¥ Project Explorer &3 = <'='=l>

v 2% fota

:jff Binaries
B Archives
[t Includes

= ble
(= dfu
v [= Release

= ble
(= dfu
= stack
[z= thirdparty
f‘_& fota.elf - [arm/le]
] libfota.a
=| fota.bin
=| fota.hex
=| fota.id
B fota.map
makefile
objects.mk
sources.mk

Figure 12. Building the Project

4,

To use your customized files, replace the libfota.a and the fota.bin in your in your CMSIS-Pack installation
(<cmsis_pack_root>/ONSemiconductor/RSL10/<version>/lib/Release).

After replacing these files, it is necessary to refresh the RTE folder of existing projects in your workspace, so
that the IDE uses the newly generated files. The simplest way to do this is to delete the RTE folder and refresh
your sample project (for example, you can do this in ble_peripheral_server_hrp_fota).

Rebuild the ble_peripheral_server_hrp_fota project so that a new .fota image is generated based on your
modified libfota.a and fota.bin files.

Run Fota.Console to perform a FOTA update. The tool detects the updated version number of the stack FOTA
stack version: FOTA <higher version numbers, in comparison to the one installed on the device. (In
this example, we are using FOTA stack version: FOTA 2.5.0, for when version 2.4.0 is installed.) This
means a full update is required (FOTA Stack + application). This is performed in two steps: first, the FOTA
stack is updated; next, the device resets and the user application is updated. Notice the UpdateFotaImage
and UpdateAppImage logs below.

> Fota.Console.exe /COM=COM5 /IN=ble peripheral server hrp fota.fota /
NAME=Peripheral HRP_FOTA
Fota.Console v1.0.5.0

Searching for peripheral
Found peripheral (Address:AA:BB:FF:22:11:94 RSSI:-43dBm Name:Peripheral HRP_ FOTA)
Connecting

——————————————————— Peripheral HRP_FOTA ------------------~——-~-—-

FOTA stack version: FOTA 2.4.0
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Application version: PSHRP

Device ID:

None

———————————— ble peripheral server hrp fota.fota

FOTA stack version: FOTA
Application version: PSHRP

Device ID:

Service UUID:
FOTA build ID:

None

97 F5 8F 1F EO E1 47

Establish

RebootToBootloader

Establish

UpdateFotaImage

<-- 100.0% 15.0kB/s UpdateFotalmage

Establish

UpdateAppImage
<-- 100.0% 6.3kB/s UpdateAppImage

Finished

2.4.0

2.5.0
2.4.0

Completed with status Success

6.4 DFU BLUETOOTH Low ENERGY SERVICE

b2152466-d600-11e8-9£8b-£2801£f1b9fdl
04 00 00 00 10 OO OO OO 03 00 00 00 47 4E 55 00 23 F3 2C 65 FD E3 13 BO EC

ON Semiconductor

On the RSL10 device the DFU service is used as the server; the DFU service client runs on the PC (the
FOTA.Console tool).

Table 3. DFU Service UUID

Requirement

uuiD

Mandatory for DFU component, optional for device application

b2152466-d600-11e8-9f8b-f2801f1b9fd1

If the device application does not implement this service, another method must be used to activate the DFU mode
in the device (e.g. push button).

6.5 DFU SERVICE CHARACTERISTICS

Table 4. DFU Service Characteristics and Their Properties

9f8b-f2801f1b9fd1

Characteristic | UUID Properties | Length | Description Requirements
Transport b2152466-d601-11e8- | Notify, variable | Internally used characteristic to Mandatory for DFU
9f8b-f2801f1b9fd1 Write (max. transport data with the DFU protocol. | component, prohibited for
without 512) device application.
response
Device ID b2152466-d602-11e8- | Read 16 Device ID as found in the version info | Mandatory for DFU

of the FOTA stack sub-image. Only
FOTA images with the same device ID
are compatible, unless this
characteristic is all Os, in which case

all FOTA images are compatible.

component, optional for
device application.
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Table 4. DFU Service Characteristics and Their Properties (Continued)

9f8b-f2801f1b9fd1

the Application mode to the DFU
mode.

Characteristic | UUID Properties | Length | Description Requirements
BootLoader b2152466-d603-11e8- | Read 8 Version of the installed BootLoader. Mandatory for DFU
Version 9f8b-f2801f1b9fd1 (Format component, optional for
struct device application.
version)
FOTA Stack b2152466-d604-11e8- | Read 8 Version of the installed FOTA stack Mandatory for DFU
Version 9f8b-f2801f1b9fd1 (Format sub-image (of type struct version). component, optional for
struct device application
version)
Application b2152466-d605-11e8- | Read 8 Version of the installed application Mandatory for DFU
Version 9f8b-f2801f1b9fd1 (Format sub-image. If no valid application component, optional for
struct sub-image is currently installed, then | device application.
version) all Os is returned.
FOTA Stack b2152466-d606-11e8- | Read 32 Build ID as found in the descriptor of | Mandatory for DFU
Build ID 9f8b-f2801f1b9fd1 the FOTA stack sub-image. If the component, optional for
Build ID of the FOTA image to device application
download is different from the one in
this characteristic, then both
sub-images must be updated;
otherwise, updating only the
application sub-image is sufficient.
Enter DFU b2152466-d607-11e8- | Write 1 A write with the value 1 switches from | Prohibited for DFU

component, mandatory
for device application.

6.6 DFU ProTOCOL

The application layer uses a Command/Response scheme. Every Command/Response consists of a standard header

and an optional body. The header has the following format:

typedef struct

uint8 t
uint8 t
} header;

code;
param([3] ;

// unique Command/Response code
// Command/Response specific parameters
uint32 t body len; // length of the following body (0 =

no body)

Currently only a single Command/Response is specified: IMAGE _DOWNLOAD (code = 1). The command is

used to transfer a sub-image to the RSL10 device. The three parameters are not used by the command and must be set to

0. The body contains one of the two sub-images including the signature. The response signals back the success or
failure of the operation; in the case of failure, the device can send the response before the whole command body is
transferred. The response itself has no body. Param[0] is used for the status; the other parameters are not used, and
must be set to 0.

Table 5, below, shows the specific status codes:
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Table 5. Status Codes

Code Meaning

The sub-image has been downloaded successfully

Download rejected due to incompatible Device ID

Download rejected due to incompatible Build ID (only for application sub-images)

Download rejected due to image size too large or small

Download failed due to flash storage error

Download failed due to invalid signature

ol WIN|~|O

Download rejected due to invalid start address

For the transport layer, an HDLC-like protocol with windowing is used to transport the upper layer SDUs. For the
data-link layer, the transport characteristic of the DFU service is used.
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CHAPTER 7

The Fota.Console Command Line Tool

7.1 FOTA.CONSOLE

Fota.Console is a simple PC command line tool for downloading firmware images using Bluetooth Low Energy
technology. An RSL10 USB dongle on the PC side is required to establish a Bluetooth Low Energy connection.

Usage:

> Fota.Console.exe /COM=COMx /IN=<APP-IMG>.fota [/NAME=<device name>] [/
ADDR=<aa:bb:cc:dd:ee:ff>]

Parameters:

Table 6. Parameters

Parameter Meaning

/COM COM port connected to RSL10 Dongle (e.g. COM1)

/IN Path to a .fota file that is sent over a Bluetooth Low Energy connection.

INAME Optional advertising name of the peripheral device

/ADDR Optional Bluetooth Low Energy address of the peripheral to connect. e.g.
60:C0:BF:00:14:62
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CHAPTER 8

Integrating FOTA Into Your Application

This chapter shows how to modify an existing sample application to make it capable of receiving FOTA updates.
We start with the ble_peripheral_server_bond application and walk you, step-by-step, through all the required project
configurations and firmware changes. Then, we show how to perform a FOTA update to confirm that the integration has

been executed successfully.
8.1 MODIFYING THE APPLICATION

1. Copy the ble_peripheral_server_bond sample application into your workspace. The C/C++ perspective opens
and displays your newly copied project, as shown below in Figure 13.

8 Packs [ Bxamples 52 [1 Only show examples from installed packs | @ | By T8
Search Example
Exarnple Action Description ~
ADC_UART (RSL10 Evaluation Board) £ Copy ADC with UART Sample Code
aes128 (R5L10 Evaluation Board) 4 Copy AES128 - Simple AE5-128 Sample Code
ble_central_client_bond (RSL10 Evaluation Board) [} Copy BLE Central Client Bending Sample Code
ble_central_client_scan (RSL10 Evaluation Board) ‘ Copy Central Device with Client Scanner 5ample Code
ble_peripheral_server_bond (RSL10 Evaluation Board] € Copy ELE Peripheral Server Bending Sample Code
ble_peripheral_server_hrp (RSL10 Evaluation Board) [ Copy Heart Rate Peripheral Device with Server Sample Code
ble_peripheral_server_hrp_fota (RSL10 Evaluation Bod4f Copy Heart Rate Peripheral Device with Server Fota Sample Code

Figure 13. Bringing the Project Into the Workspace

2. Add the FOTA software component to your project by using the RTE Configuration Wizard (the
ble_peripheral_server_bond.rteconfig file). When you select the Fota component and click save, libfota.a,
fota.bin and the tool mkfotaimg.py are copied into your project, under RTE > Device > RSL10, as shown
below in Figure 14:
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SAVE
Ol ®-&-E8i@-iBiv| i@ -8 -E-@ ipv0-Qh U iOS i
I Project Explorer &3 ES|s Z= 08 & ble_peripheral_server_bond.rteconfig 23
4 |5 ble_peripheral_server_bond & Components [~ ©
&l Includes =
& include Software Components Sel. Variant
4 ® RTE B rsu0
4 (= Device & CMSIS Driver
& (= RSL10 4 4 Device
[# ble_bass.c [ON conductor: C 4 % Bluetooth Core (AP[)
[0 ble_bassh [ Juctor:Device.B @ BLE Abstraction [ source
[€ ble_dfus.c [ONSemiconductor:DeviceE @ BLE Stack release
[R) ble_dfus.h @ Fota relense
[€ ble_gap.c [OMSemic # Kernel release
[B) ble_gap.h [ONSemicond # Bluetooth Profiles
[€] ble gatt.c 4 % Libraries
» [1 ble_gatt.h # Calibrate O release
[ bleRe.c| @ Custom Protocol [ release
§| ble Zc.h v DMA ] source
@ Flash O release
@ GPIO 0 source
@ Math O  release
# Remote_Mic O release
@ System [ release
@ Startup E  release
i libkelib.a
o libsyslib.a [ONS
2 mkfotaimg.py
b |8 stubprf.c [2Device.Blueto
th| RTE_Companents.h
(= source
lel appe
#p ble_peripheral_server_bond.rteconfig
|= readme_ble_peripheral_server_bond bt
|=| sections.|d
Figure 14. Adding the FOTA Software Component
3.  Modify the source code to set the FOTA version number and ID:
a. Inapp.h, define your version numbers and ID:
/ K o e o e e e e e e e e
* Application Version
K oo */
#define VER_ID "PSBOND"
#define VER _MAJOR 2
#define VER_MINOR 4
#define VER REVISION 0

b. Inapp.c, include sys_fota.h and use the SYS_FOTA VERSION macro to set the version:
#include "sys fota.h"

/* ____________________________________________________________________________

* Application Version
SYS_FOTA VERSION(VER_ID, VER MAJOR, VER MINOR, VER REVISION) ;

4. Modify the sample application to activate the DFU when the button (DIOS) on the RSL10 EVB is pressed.
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a. Inapp.h, define DIOS as BUTTON_DIO, this way:
#define BUTTON DIO 5

b. In app_config.c, modify the Device Initialize () function to configure DIOS as a GPIO input:

void Device Initialize (void)

{

/* Configure the push button of the RSL10 EVB as GPIO input */
Sys_DIO Config (BUTTON DIO, DIO MODE GPIO IN 0 | DIO WEAK PULL UP | DIO LPF DISABLE) ;

c. Inapp.c, add the code below in the while (1) loop of the main () function, to start the DFU when the
button is pressed:

while (1)

{

/* Start Update when button is pressed */
if (DIO_DATA—>ALIAS[BUTTON_DIO] == 0)

{
}

Sys_Fota StartDfu (1) ;

The DFU component is activated by calling the Sys Fota StartDfu (mode) function defined in
sys_fota.h. The mode value 0 is for an application without the Bluetooth Low Energy stack (for example,
blinky), and 1 is for an application that uses the Bluetooth Low Energy stack (such as
ble_peripheral_server_bond).

5. Change the device name for testing:

/* Advertising data is composed by device name and company id */
//#define APP DEVICE NAME "ble periph server bond"
#define APP DEVICE NAME "Peripheral BOND_ FOTA"

6. Replace your sections.ld file with the one that contains the FOTA placement. The new sections.ld file can be
copied from ble_peripheral_server_hrp_fota, or directly from <CMSIS Pack root folders> >
ONSemiconductor > RSL10 > <version> > source > firmware > fota > app:
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5 Project Explarer &3 = <§.) = OMNSemiconductor » RSL10 » 24.0 » source » firmware » fota » app
w '_5 ble_peripheral_server_bond
[ Includes
= ble _— || sections.d
(= ble_profiles e

= include g 3 ble_dfus.h
f* RTE / || ble_dfus.c
= source Il"
[ app.c /
& ble_peripheral_ser\rer_bond.rtec/ ig

readme_ble_p eripheral_s_gvef:bond.m
sectionsld «—

MName

Figure 15. Replacing the sections.ld File

7. Modify the project post-build steps to generate the FOTA image in both Debug and Release build
configurations, by going to Project > Properties > C/C++ Build > Settings > Build Steps > Post-build
steps. Two steps are required to generate the .fota image. First, we need to generate the application sub-image
.bin file using objcopy. Then, we use the mkfotaimg.py tool to generate the FOTA image (.fota file). Both
commands can be concatenated with "&&" and added to the post-build steps as in the example that follows. To
use this command, copy the code from the Post-Build steps of the existing sample application

ble_peripheral_server_hrp_fota., as the code in the text below is not directly copyable.

${cross_prefix}objcopy -0 binary"${BuildArtifactFileName}""${BuildArtifactFileBaseName}.bin"&&"${workspace loc:/
${ProjName}}/RTE/Device/RSL10/mkfotaimg.py" -o"${BuildArtifactFileBaseName}.fota""${workspace loc:/
${ProjName}}/RTE/Device/RSL10/fota.bin""${BuildArtifactFileBaseName}.bin"

Settinge

Configuratiers | Debug | | Manage Configurations:

B TeelSemings 1 Toolchains B Devices = BuidSteps 0 Build Atifact i Simary Parsers & Enror Passers

Pre-Euild steps
Eomman o

Heross_peefaisbicopy -© binary “HBuldArifactFletame|” “HDuldArifactFleBaseNamelbin® && “Hworkipace loc/HProjame iy ATL Device RSLI W'mifotaima.py” - “HbuldArifectlileBaseNamelfota” “Hworkspace_loc/HProjame )V ATL Device RSL 10 fotakin® “HDuildArtifactf debaseName] kin®
Descrigtion:

eoiing: Cross ARM GRU Creste FOTA Image

Figure 16. Post-Build Steps

8. Build the ble_peripheral_server_bond application. If no error occurs, the FOTA image
(ble_peripheral_server_bond.fota file) can be found in the Debug or Release folder.

8.2 PERFORMING A FOTA UPDATE

1. Make sure you have bootloader running on your RSL10 EVB. If you have executed the steps in Chapter 4,
“Performing Your First FOTA Update” on page 9, you already have bootloader flashed on your board and you
can skip this step. Otherwise, refer to Section 4.3, “Setting Up the RSL10 Bootloader and Loading a Firmware
Image Using UART” on page 11 for instructions.

2. Activate the bootloader updater mode: press both the reset and the user (DIO5) push buttons on the RSL10
EVB simultaneously, and then release the reset button first. Upon releasing both push buttons, the LED (DIO6)
on the RSL10 EVB is set constant high, indicating that the bootloader updater is active, waiting for a firmware
image over UART.
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NOTE: If there is a valid user application in flash (for example, the ble_peripheral_server_hrp_fota)
and no command is received over UART after a few seconds, the bootloader updater times out
and reboots into the user application.

3. Load the ble_peripheral_server_bond.fota image using the bootloader with the following command:
> python updater.py COM4 ble peripheral server bond.fota
Image : PSBOND ver=2.4.0 / FOTA ver=2.4.0
Bootloader : BOOTLD ver=2.0.1

RS R E R RS SR RS SEE RS R LSRR R R R R R RS R R R R R R R RS R R R R R R RS REERREEERRREEEEEREEEEEEEEEEERESEEESEEE]
After loading the image, the bootloader resets the device and boots up the user application.

4. Verify that your application is running by looking for the advertisement name Peripheral BOND_FOTA on
the RSL10 Bluetooth Low Energy Explorer, as in Figure 17 on page 31:

(@) RSL10 Bluetooth Low Energy Explorer (COMS)

Setup ?
Scan :] Clear Sort Connect Encrypt  Disconnect Update Discover Services
Info
(no name) -
5 ondedNo MName Peripheral_BOND_FOTA
Address D5:BE:FF:22:11:94 (Random Static)
Peripheral BOND_FOTA Bonding -
State:idle RS51:-50 Bonded:No State Idle
RSS! -50
(no name)
Advertisement
Flags 0x06 (LE General Discoverable Mode, BR/EDR Not Supported)
CooEmwE Complete Local Name Peripheral_BOND_FOTA
State:idle RS51:-87 Bonded:No - n X
Manufacturer Specific Data Company |dentifier: ON Semiconducter (0x0362), Data: Ox-
(no name) Manufacturer Specific Data Company |dentifier: ON Semiconducter (0x0362), Data: Ox-

gle RS5-28 Bonded:No

State

Figure 17. Application Running

5. Push the DIOS5 button on your RSL10 EVB so that the device starts the FOTA DFU mode. You can see the
name ON FOTA RSL10 on the RSL10 Bluetooth Low Energy Explorer, as in Figure 18, below:

(@) RSL10 Bluetooth Low Energy Explorer (COMS)

Setup ?
Scan :] Clear Sort Connect Encrypt  Disconnect Update Discover Services
Info
ON FOTA RSL10
Statetldle RS5/-48 Bonded:No Name ON FOTA RSL10
Address 20:C0:BF:03:05:98 (Random Mon Resolvable)
UCK Bonding -
State:idle R551:-85 Bonded:No State Idle
RSS! -48
(no name)
Advertisement
Flags 0x06 (LE General Discoverable Mode, BR/EDR Not Supported)
(no name) - Tx Power Level 0x00
State:idle RS51:-2% Bonded:No . X X
Incomplete List of 128-bit Service Class UUIDs B2152466-D600-11E8-9FSE-F2801F1BOFD

(no name) Complete Local Name ON FCTA RSL10

Chrteridle BTTH-07 Aan

Figure 18. FOTA DFU Mode Running

Note: after 30 seconds, the FOTA DFU Mode times out and reboots into the user application.
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6. Within 30 seconds of activating the FOTA DFU Mode, use the FOTA.Console PC application to update the

firmware as follows:

Fota.Console.exe /COM=COM5 /IN=ble peripheral server bond.fota
Fota.Console v1.0.5.0

Searching for peripheral

Found peripheral (Address:20:C0:BF:03:05:9B RSSI:-43dBm Name:ON FOTA RSL10)
Connecting

———————————————————————— ON FOTA RSL10 -------=--=--=-=---—-—-—-—-——--

Bootloader version: BOOTLD 2.0.1

FOTA stack version: FOTA 2.4.0

Application version: PSBOND 2.4.0

Device ID: None

———————————————————————— ble peripheral server bond.fota ------------------------

FOTA stack version: FOTA 2.4.0

Application version: PSBOND 2.4.0

Device ID: None

Service UUID: b2152466-d600-11e8-9f8b-f2801f1b9fdl

FOTA build ID: 04 00 00 00 14 00 00 00 03 00 00 00 47 4E 55 00 5F 20 56 EC 3E E6 11 BD 98

4E F2 5E 21 48 E7 97
Establish

UpdateAppImage

<-- 100.0% 4.4kB/s UpdateAppImage
Finished
Completed with status Success

7. You can repeat these steps to update the firmware with the ble_peripheral_server_hrp.fota image as well. The

steps described here can be applied to any RSL10 sample application.

8. You might have noticed that in this part of the tutorial we need to press the DIOS push button to activate the
FOTA DFU mode. On the other hand, in Chapter 4, “Performing Your First FOTA Update” on page 9, we use
the Fota.Console tool to activate the DFU mode. The push button is required here, because we have not added
the DFU Bluetooth Low Energy custom service yet, and in particular, the characteristic Enter DFU

(Section 6.5, “DFU Service Characteristics” on page 23 for details).

To get you up and running, we have included one example of this DFU custom component implementation.
Copy the ble_dfus.c and ble_dfus.h files from <CMSIS Pack root folder>>ONSemiconductor >RSL10
> <version> > source > firmware > fota > app and paste them in the ble_profiles/include and ble_profiles/

source folders, as shown below in Figure 19:
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Iy Project Explorer £2 = <—E.>| e ~ — O ONSemiconductor » RSL10 » 240 » source » firmware » fota » app

w [z= ble_peripheral_server_bond
- MName
[ Includes
= ble | | sections.Id
v = ble_profiles
v [= include —
@ ble_bass.h —
v [source o 0 ——
[£ ble_bass.c
= include
. RTE
= source
[ app.c

4 ble_peripheral_server_bond.rteconfig

|7 ble dfush
| | ble_dfus.c

|Z| readme_ble_peripheral_server_bond.td

sections.ld

Figure 19. Sample DFU Custom Service Implementation

9. Modify app.c to include ble_dfus.h and call DFUS_Initialize () inthe main () function:
#include <ble dfus.h>

int main(void)

{

DFUS_Initialize(); /* Initialize DFU Service Server */

10. Comment the call to GATTM_AddAttributeDatabase () in the APP_GAPM_GATTM_Handler() function in
app_msg_handler.c, so that the component from the application is not added. The DFU component in FOTA
already calls GATTM AddAttributeDatabase () to add the characteristics for FOTA, so two separate calls
to set the attribute database would make the application confused. If you wish to include both components, you
need to merge their description in a single array.

void APP_GAPM GATTM Handler (ke msg id t const msg id, void const *param,
ke task id t const dest id,
ke_task id_t const src_id)

switch(msg id)
{
case GAPM_CMP_EVT:
{
else if (p->operation == GAPM_SET DEV_CONFIG && p->status == GAP_ERR NO_ERROR)
{
//GATTM_AddAttributeDatabase (att db, CS NB); /* Add all custom services/
attributes */
!
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11. Build the application and load it into your RSL10 EVB, using FOTA or the bootloader as shown in the
previous steps.

12. Connect and discover services using the RSL10 Bluetooth Low Energy Explorer, and you can see that the DFU
service is added in the attribute database, as shown in Figure 20 on page 34:

Q RSL10 Bluetooth Low Energy Explorer (COM79)

Setup ?

Scan | | ' Clear

Sort

(no name)

(no name)

(no name)

(no name)

(no name)

(no name)
State:fdle RSSI:-

(no name)
State:ldle RSSI:-

UCK
State:ldle RSSI:-

Onsemi MFil
State:ldle RSSI:-

(no name)
State:fdle RSSI:-

(no name)
State:idie RSSI:-

(no name)
State:ldle RSSI:-
Tile

State:ldle RSSI-

(no name)

State:ddle RS51:-90 Bonded:No
Peripheral BOND _FOTA

State:Ready RSSI:-96 Bonded:No
State:ldle R5SI:-79 Bonded:No
State:ldle R5SI:-85 Bonded:No

State:ldle R55I:-66 Bonded:No

State:idle RS51:-94 Bonded:No

93 Bonded:No

87 Bonded:No

92 Bonded:No

97 Bonded:No

90 Bonded:No

92 Bonded:No

89 Bonded:No

85 Bonded:No

.

Connect Encrypt  Disconnect Update Discover Services

‘E‘ Services |

Appearance 0x0000
2A01
Handle: 0005

+ ) Generic Attribute (1801)

Service Changed 0x0100FFFF
2A05
Handle: 0008

) Battery Service (180F)

Battery Level Ox64
2A19
Handle: 000C

) B2152466-D600-11E8-9F8B-F2801F1B9FD1

B2152466-D602-11E8-9F8B-F2801F1B9FD1 0x00000000000000000000000000000000
Handle: 0010

B2152466-D604-11E8-9F8B-F2801F1BIFD1 FOTA 0%

Handle: 0013

B2152466-D605-11E8-9F8B-F2801F1BIFD1 PSBONDO$

Handle: 0016

B2152466-D607-11E8-9F8B-F2801F1B9FD1

Handle: 0019

Figure 20. DFU Service in Attribute Database

13. The last characteristic shown (the one with the input text box) is the Enter DFU characteristic. If you write 01
into it, it enters the DFU mode and starts advertising under the name ON FOTA RSL10. This is what the
Fota.Console application does prior to transmitting the image file.

14. Now that you have confirmed that your DFU service is up and running, you can use the Fota.Console tool with
the attribute /NAME=Peripheral BOND_FOTA to perform a FOTA update without the need to manually enter
the DFU mode through the push button.

Fota.Console.exe /COM=COM5 /IN=ble peripheral server bond.fota /
NAME=Peripheral BOND FOTA

Fota.Console v1.0.5.0

Searching for peripheral
Found peripheral

Connecting

(Address:D5:BB:FF:22:11:94 RSSI:-48dBm Name:Peripheral BOND_FOTA)

FOTA stack version:

Peripheral BOND FOTA ----------=-----—-—-——-—--

2.4.0
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Application version: PSBOND 2.4.0

Device ID: None

———————————————————————— ble peripheral server bond.fota -------------------~---~--

FOTA stack version: FOTA 2.4.0

Application version: PSBOND 2.4.0

Device ID: None

Service UUID: b2152466-d600-11e8-9f8b-£2801£f1b9fdl

FOTA build ID: 04 00 00 00 14 00 00 00 03 00 00 00 47 4E 55 00 88 5D D8 D8 CB 65 FO 94 C8
BE D6 07 99 2F D8 72

Establish
RebootToBootloader
Establish
UpdateAppImage
<-- 100.0% 7.7kB/s UpdateAppImage

Finished
Completed with status Success
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CHAPTER 9

RSL10 FOTA Mobile Application

9.1 RSL10 FOTA APPLICATION

RSL10 FOTA is a simple Android mobile application to demonstrate Firmware-Over-The-Air (FOTA) for ON
Semiconductor RSL10 Bluetooth Low Energy devices. The RSL10 FOTA application acts as a central device to scan,
connect and transmit the firmware image to a remote RSL10 device. The remote RSL10 device firmware must have
FOTA-enabled firmware to receive the FOTA firmware image.

Follow these steps to use the RSL10 FOTA Mobile Application:

1. Download and install RSL10 FOTA application from the Google Play Store website.
2. Launch the application and select the FOTA enabled firmware device from the list of devices.

Scan Bluetooth Low Energy
Devices

9:00 wucrdll

Devices
ns7160SL
60:C0-BF-D0:A6:82

@ (null)
20:61:74:60:CE-52

@ Peripheral_HRP_FOTA
EA'BBFF-22:11:94

@ (null)

Q (null)

9 (null)
77-00-9A'BE1A'B0

(null)

32:A5:87:79:69:49

Onsemi Hearing Aids

a hle,pgriph,server_hond
Figure 21. Mobile Application Screen Showing Bluetooth Low Energy Devices
3. When the appropriate device is selected, select the firmware image from the mobile by clicking the Select File

button.
4. Once the FOTA firmware image file is selected, click the Update button.
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9:00 wuEdl
<  Update Firmware

Device

SELECT FILE

UpdateFotalmage - 15.16kB/s

Figure 22. Mobile Application Screen: Updating Firmware
5. Upon firmware update completion, Update finished with code: 0 (Success) is displayed.
Note the following important details when using the RSL10 FOTA Mobile Application:

*  Device location permission is needed to scan for Bluetooth Low Energy devices. If the permission is not
granted at app startup, no Bluetooth Low Energy devices can be found.

*  Device storage permission is needed to select a FOTA file.

«  The FOTA file can be selected from the Downloads folder. The file can be transferred to the device, either over
USB or by email.

*  Requires Android version 5.0 or higher.
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