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CHAPTER 1
Introduction

1.1 PURPOSE

The RSL10 Bluetooth® Low Energy Mesh Sample Code User’s Guide shows you what the mesh sample
application (ble_mesh) demonstrates, how to configure the project to set up different mesh network scenarios, and
how to experiment with them to verify their features and operations.

IMPORTANT: We assume you have already read Getting Started with the RSL10 Bluetooth Low Energy Mesh for
prerequisites, installation instructions, and how to work with the sample project.

1.2 INTENDED AUDIENCE

This manual is for anyone interested in learning how to use RSL10 with the Bluetooth Low Energy mesh
network by working with the mesh sample application.

1.3 CONVENTIONS

The following conventions are used in this manual to signify particular types of information:

monospace Commands and their options, file and path names, error messages, code samples and code
snippets.
mono bold A placeholder for the specified information. For example, replace £ilename with the actual

name of the file.
bold Graphical user interface labels, such as those for menus, menu items and buttons.
italics File names and path names, or any portion of them.

1.4 FURTHER READING

For more information, refer to the following documents:

»  Getting Started with the RSL10 Bluetooth Low Energy Mesh

+  EtherMind Mesh SDK Documentation: a compiled help file that provides the application programmer
interface (API) reference material

+  EtherMind Mesh Application Developer’s Guide: provides guidelines for developing applications using the
EtherMind Mesh Core Stack and Models APIs

»  EtherMind User Guide—Mesh Command Line Interface: how to use commands to configure and control the
devices on the mesh network

www.onsemi.com
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CHAPTER 2

Using the Mesh Sample Project

This procedure assumes you have installed the RSL10 Bluetooth Low Energy mesh support according to the

instructions in Getting Started with the RSL10 Bluetooth Low Energy Mesh.

Table 1, below, contains a summary of all of the mesh sample applications. The name of each sample application
and the features included in it are outlined below. The value of the MESH_APP constant (located in ble_mesh/include/
app_mesh.h) that must be defined to build the sample application is specified, as well as the capabilities of the RSL10
board flashed with the application (ie. Friend, LPN, or Relay node). Finally, a brief description of the sample
application is given.

All of the stand-alone applications, except the stand-alone provisioner, have both ADV and GATT versions. To
choose the GATT application, define the MESH_APP constant to the version that includes GATT instead of ADV, as seen
in Table 1, below. For example, MESH_APP SA GATT CLIENT selects the GATT version of the standalone client
application, while MESH_APP SA ADV_CLIENT selects the ADV version of the standalone client application. The
GATT Client also has the proxy feature, which allows the Provisioner with a GATT bearer to continue to communicate
with the mesh network.

Table 1. Summary of Mesh Sample Applications

Sample
Application

Features

MESH_APP Define

Friend

LPN

Relay

Notes

CLI

1 Element

MESH_APP_CLI

By sending appropriate
CLI commands to an
RSL10 board
programmed with this
application, you can
convert the board into a
Provisioner or a mesh
device. You can also
perform any desired
operations on mesh
models and features.

Provisioner

1 Element

Configuration
Client Model

MESH_APP_SA ADV_PROVISIONER

Provisions and
configures a device as
soon as it sees a
beacon. The SW1
button on board the
RSL10 is used to
program publication
addresses of the Client
Nodes (the
demonstration of this
application is detailed in
Getting Started with the
RSL10 Bluetooth Low
Energy Mesh.)

Client

1 Element

OnOff Client
Model

MESH_APP_SA_ADV_CLIENT
MESH_APP_SA_GATT_CLIENT

Press the SW1 button
to send an OnOff
command to an OnOff
Server Node.

www.onsemi.com
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Table 1. Summary of Mesh Sample Applications (Continued)

Sample

L Features MESH_APP Define Friend | LPN | Relay | Notes
Application
Relay Client | 1 Element MESH APP_SA ADV_CLIENT RELAY P Press and hold the
OnOff Client MESH_APP_SA GATT_CLIENT RELAY SWH1 button for 2
Model seconds to enable the
relay feature. Press the
SW1 button to send an
OnOff command.
Relay Tester | 1 Element MESH_APP_SA_ADV_CLIENT_RELAY_ TESTING Press the SW1 button
Client OnOff Client MESH_APP_SA GATT CLIENT RELAY TESTING on the Client to start
Model sending OnOff
commands every 2
seconds.
Multiple 2 Elements MESH_APP_SA ADV_MULTIPLE CLIENTS The primary and
onOff 2 OnOff Client MESH_APP_SA GATT MULTIPLE CLIENTS secondary element
Clients Models each have one instance
of the OnOff Client
Model. Press the SW1
button to publish an
OnOff command to an
OnOff Server.
Lightness 1 Element MESH_APP_SA ADV_LIGHTNESS_ CLIENT Press the SW1 button
Client Light Lightness MESH_APP_SA GATT LIGHTNESS CLIENT to toggle the brightness
Client Model of the LED on the Light
Lightness Server Node.
Friend 1 Element MESH_APP_SA ADV_SERVER FRIEND P Used as a basic OnOff
Server OnOff Server MESH_APP_SA GATT_SERVER_ FRIEND Server (Friend feature
Model is only used when its
demonstration is
required).
Low 1 Element MESH_APP_SA ADV_SERVER LOWPOWER P Press the SW1 button
Powered OnOff Server MESH_APP_SA GATT_SERVER LOWPOWER to search for a Friend
Node (LPN) | Model node. Goes into low
power mode upon
establishing friendship.
Relay 1 Element MESH APP_SA ADV_SERVER RELAY P Press the SW1 button
Server OnOff Server MESH_APP_SA GATT_ SERVER_RELAY for 2 seconds to enable
Model Relay feature.
Multiple 2 Elements MESH_APP_SA ADV_MULTIPLE SERVERS The OnOff Server
Server OnOff Server MESH_APP_SA GATT MULTIPLE_ SERVERS Model is in the primary
Models Model element while the Light
Light Lightness Lightness Server Model
Server Model is in the secondary

element.

2.1 ABoUT THE UART TERMINAL

All of the mesh applications can be executed on any RSL10 Evaluation and Development Board. The UART
interface is used to connect the board and the computer for issuing user commands, and for tracing activities performed
by, or completed in, each mesh peer device. The onboard micro USB-B connector is used as the UART connection
without additional hardware. We recommend using this connection for all applications, both stand-alone and CLI (for
CLI, it is mandatory).

www.onsemi.com
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The computer can use any terminal emulator software to send CLI commands to, and receive responses from, the
RSL10 Evaluation and Development Board. Use the Windows® device manager to search for JLink CDC UART Port
(comxx) and identify the COM port number your serial terminal software connects to. Also, set up the serial port at a
baud rate of 115200 bps with 8 data bits, no parity, 1 stop bit, and enable the option that echoes typing (in Tera Term,
this is done by selecting the “Local echo” in Setup > Terminal). This ensures that the terminal software displays what
you enter in the terminal window; otherwise you cannot see what you are typing.

IMPORTANT: The terminal must be configured to send an end of line (EOL) sequence after each command.
The EOL sequences that can be used with the CLI application are line feed (\n) or carriage return (\r). In Yet
Another Terminal (YAT), the EOL sequence can be selected by going to Terminal > Setting > Text Settings and
selecting <LF> or <CR> from the EOL sequence drop down menu.

2.2 MESH NETWORK PROVISIONED OVER PB-ADV

2.2.1 Goals

These instructions show how to create and set up a mesh network provisioned over PB-ADV, and operate a simple
mesh network consisting of a Provisioner, a Client Node, and multiple Server Nodes, using the Generic OnOff Model.
This also tests the unicast and group messaging in the mesh network. Use a CLI application for the Provisioner, as
described in Section 2.2.2.1, “Command Line Application for Provisioner” on page 8, and stand-alone applications for
the Client and Server Nodes.

Figure 1 shows addressing between the Client and Server Nodes, and addressing between the Client Node and a
group of Server Nodes.

www.onsemi.com
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Group Addr=clel

Server #1
appl_adv_serve

goocceeee- message to UAddr 3»===eccccccccccan
' (RSL10)
E
.
:
! UAddr=2
Client #1 Server #2
appl_adv_client || | f=====- message to Group Addr clel==== P> appl_adv_server
(RSL10) | (RSL10)
UAddr=n+2
Server #n
appl_adv_seryer
UAddr=1
Provisioner {4 I XX\  °"-==---- ADVe=eeee=
Command Line <t UART
(RSL10)

Figure 1. A Test Network with Unicast and Group Mesh Messaging

2.2.2 Setup

You need at least three RSL10 boards: one programmed with the mesh CLI application (the Provisioner), one
programmed with the stand-alone Client application, and one programmed with the stand-alone Server application. You
also need a computer and UART terminal software. The Provisioner must be connected to the computer using the
onboard micro USB-B connector with the settings as described in Section 2.1, “About the UART Terminal” on page 6.

The next sections show the process of building, configuring and programming the boards with the required
applications.

2.2.2.1 Command Line Application for Provisioner

To build a CLI application, in ble_mesh\include\app_mesh.h file, define the constant MESH APP with the value

MESH APP CLI. After building this application successfully, use it to program an RSL10 Evaluation and Development
Board.

www.onsemi.com
8



ON Semiconductor

Using a USB port, connect your computer to the RSL10 Evaluation and Development Board programmed with the
CLI application. Reset the Evaluation and Development Board to see the following information displayed in the UART
terminal of this board:

LR R SRR SRS SRS SR SR SRR SRR SRS R SRR EEE S

EtherMind BLE Mesh

IMPORTANT: The CLI arguments in the examples are described in the EtherMind User Guide—Mesh
Command Line Interface.

2.2.2.2 Stand-alone Application for Generic OnOff Client

appl_adv_client is a stand-alone application, demonstrating a device that is provisioned over PB-ADV and uses the
Generic OnOff Client Model.

To build the stand-alone Client Node application, in ble_mesh\include\app_mesh.h file, define the constant
MESH APP with the value MESH APP SA ADV CLIENT.

After building this application successfully, use it to program an RSL10 board, which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.2.2.3 Stand-alone Application for Generic OnOff Server

appl_adv_server is a stand-alone application, demonstrating a device that is provisioned over PB-ADV and uses
the Generic OnOff Server Model.

To build the stand-alone Server Node application, in ble_mesh\include\app_mesh.h file, define the constant
MESH_APP with the value MESH _APP SA ADV_SERVER FRIEND. The FRIEND suffix indicates that the Friend feature
is enabled by this application. This feature is used in Section 2.4, “Mesh Network with Low Power and Friend Nodes”
on page 16 to demonstrate the friendship established between a Friend Node and a Low Power Node.

After building this application successfully, use it to program an RSL10 board, which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.2.3 Reset Provisioning Information

To prepare a device for provisioning:

1. Power on the device.
Press and hold the SW1 button on the device for at least five seconds, until the LED has blinked off/on five or
more times. Release the button. After the provisioning information from any previous network is cleared, the
LED blinks at a slow rate. Power cycle the device.

www.onsemi.com
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2.2.4 Provision and Configure Client Node

To prepare for provisioning and configuring the Client device:

1.

2.

Make sure that all RSL10 boards are not powered. This procedure explains when to power on and provision
one device at a time.

Power on the RSL10 board programmed with the CLI application (built in Section 2.2.2.1, “Command Line
Application for Provisioner” on page 8). For your convenience, you might want to use the USB power supply
configuration for this board. Using the onboard micro USB-B port, connect this board and the computer. This
board is now being used as the Provisioner, and further steps show how to configure it to perform this role.
Open an instance of the UART terminal software with the settings as described in Section 2.1, “About the
UART Terminal” on page 6.

Power on the RSL10 board programmed with the Generic OnOff Client application (built in Section 2.2.2.2,
“Stand-alone Application for Generic OnOff Client” on page 9). This board is now being used as the OnOff
Client device.

In the Provisioner UART terminal, perform the following steps to provision the OnOff Client device:

R

Go to root > core > provision

Enter setup 2 1

Wait for Recvd PROV_EVT UNPROVISIONED BEACON reception.

Enter bind 1 0

Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success) in both the
Provisioner and device.

The device is now provisioned and considered an OnOff Client Node. It receives its unicast address <Addr> as part
of the Provision data sent to it from the Provisioner. In the UART terminal of the Provisioner, you can see the <addr>
where it is labeled UAddr:

Key ID
Flags

: 0x0000
: 0x00

IVIndex : 0x00000001

UAddr

: 0x0002

Recvd PROV_EVT PROVISIONING COMPLETE

Perform the following steps to configure the Generic OnOff Client Model of the Client Node:

SNk W=

Go to root > model > modelc > config

Enter setup

Enter publishaddr <addr>

Enter appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <addr> 0 1001 1001

1001 is the model ID of the OnOff Client Model defined by the Bluetooth SIG. To find the rest of the model IDs,
see the Bluetooth Low Energy mesh specifications.

NOTES:

Provide all values in hexadecimal. For example, address 0x0002 is simply entered as 2.
Because the device UUIDs in the Unprovisioned Beacon are coded with the same value, we suggest setting up
RSL10 devices for provisioning and configuration one at a time.

www.onsemi.com
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The bind command binds the appkey to a model with a node. The first model ID in the message (in the
command above, the first 1001) is the model ID of the model in the remote node (ie. inside of the remote
Client or Server Node) that the appkey is being bound to. The second model ID in the message (the second
1001) is the model ID of the local model inside of the provisioner that the appkey is being bound to. In this
case, the second model ID is a dummy value because the sender (CLI provisioner) is configuring a client
model, so there is no corresponding client model in the CLI provisioner being configured. If an OnOff Server
Node is being configured, the command is bind <Addr> 0 1000 1001, which binds the appkey to the
OnOff Model in the remote sever, and binds the appkey to the OnOff local Client Model in the CLI provisioner
(if the OnOff Client Model has been set up in the CLI provisioner).

2.2.5 Provision and Configure Server Node

To prepare for provisioning and configuring the Server device, power on one of the RSL10 boards programmed
with the Generic OnOff Server application (built in Section 2.2.2.3, “Stand-alone Application for Generic OnOff
Server” on page 9). This board is now being used as the OnOff Server device.

In the Provisioner UART terminal, perform the following steps to provision the OnOff Server device:

SNk W=

Go to root > core > provision

Enter setup 2 1

Wait for Recvd PROV_EVT_UNPROVISIONED_BEACON reception.

Enter bind 1 0

Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success) in both the
Provisioner and device.

The device is now Provisioned and considered an OnOff Server Node. It receives its unicast address <Addr> as
part of the Provision data sent to it from the Provisioner. In the UART terminal of the Provisioner, you can see the
<addr> where it is labeled UAddr:

Key ID
Flags

: 0x0000
: 0x00

IVIndex : 0x00000001

UAddr

: 0x0003

Recvd PROV_EVT PROVISIONING COMPLETE

Continuing in the Provisioner UART terminal, perform the following steps to set up the OnOff Client Model of the
CLI Provisioner:

1.
2.

Go to root > model > modelc > onoff
Enter setup

Perform the following steps to configure the OnOff Server Model of the Server Node:

L=

Go to root > model > modelc > config

Enter publishaddr <addr>

Enter appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <addr> 0 1000 1001

1000 is the model ID of the OnOff Server Model defined by the Bluetooth SIG. To find the rest of the model
IDs, see the Bluetooth Low Energy mesh specification.

Enter modelsubscriptionadd <addr> clel 1000

www.onsemi.com
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NOTE: The value c1el is an example group address. Any other values satisfying the group address
requirements can be used.

Repeat this procedure for each additional Generic OnOff Server device you want in the network (the setup of the
OnOff Client Model in the Provisioner only has to be done once before configuring servers).

2.2.6 Test the Mesh Network

Test the mesh network by sending OnOff commands from the Client Node to the Server Nodes, using a unicast
address or a group address.

Go to the Provisioner UART terminal window and use the following commands:

Go to root > model > modelc > config

Enter publishaddr 2

Enter modelpublicationset 2 ¢1e1 0070101001

On the Client Node, press the SW1 button to send a “Turn On” or “Turn Off” command. All the Servers
subscribed to the Oxclel group receive the command and immediately turn on/off their LEDs accordingly (this
button, when pressed, alternately sends “Turn On” and “Turn Off” commands).

NOTE: The command modelpublicationset <element addr> <publish addr>007010 1001,

sets the model publication information, where <element addr> is the element address (in this
example, it is the same as the unicast address of Client Node, which is 2), and <publish addr>

is a unicast address of a given Server Node or a group address.

L=

5. At this point you can turn off the Provisioner and power cycle the switch (Client Node) and light (Server
Node), which keep the provisioning information.

2.3 MESH NETWORK PROVISIONED OVER PB-GATT
2.3.1 Goals

These instructions show how to create a mesh network provisioned over PB-GATT, to set up and operate a simple
mesh network consisting of a Provisioner, a switch as a Client Node, and multiple lights as Server Nodes, using the
Generic OnOff Model. The procedure tests the unicast and group messaging from the Client Node to the Server Nodes.
Especially, this section demonstrates the mesh Proxy Service which bridges messages between GATT and ADV
bearers. A CLI application is used for the Provisioner, as described in Section 2.2.2.1, “Command Line Application for
Provisioner” on page 8, and stand-alone applications for the Client and Server Nodes.

Figure 2 shows the test mesh network where the Client Node is implemented with a mesh Proxy Service which
receives and retransmits mesh messages between GATT and ADV bearers.

www.onsemi.com
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Group Addr=clel

Server #1
appl_gatt_serve

[omeseeee- message to UAddr 3re==ecccccccccacan
! (RSL10)
:
[ ]
:
' UAddr=2

Client #1 UAddr=4 s i

appl_gatt_client erver

(RSL10) message to Group Addr clel > appl-ﬁ:ttl—gerver

Proxy — ( )
@
©
o
s UAddr=n+2
) Server #n
2 appl_gatt_serxer
()
=

UAddr=1
GATT-
------- ADVe=oosee
Provisioner Client #2 UART
Command Line <-Set message to Nodes—
(RSL10)

Figure 2. A Test Network with Mesh Proxy Service

2.3.2 Setup

You need at least three RSL10 boards: one programmed with the mesh CLI application (the Provisioner), one
programmed with the stand-alone Client application, and one programmed with the stand-alone Server application. You
also need a computer and UART terminal software. The Provisioner must be connect to the computer using the onboard
micro USB-B connector with the settings as described in Section 2.1, “About the UART Terminal” on page 6.

2.3.2.1 Command Line Application for Provisioner

See Section 2.2.2.1, “Command Line Application for Provisioner” on page 8.

2.3.2.2 Stand-alone Application for Generic OnOff Client

appl_gatt_client is a stand-alone application demonstrating a device that is provisioned over PB-GATT and uses
the Generic OnOff Client Model.

www.onsemi.com
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To build the stand-alone Client Node application, in ble_mesh\include\app_mesh.h file, define the constant
MESH_APP with the value MESH APP SA GATT CLIENT.

After building this application successfully, use it to program an RSL10 board, which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.3.2.3 Stand-alone Application for Generic OnOff Server

appl_gatt_server is a stand-alone application demonstrating a device that is provisioned over PB-GATT and uses
the Generic OnOff Server Model.

To build the stand-alone Server Node application, in the ble_mesh\include\app_mesh.h file, define the constant
MESH_APP with the value MESH APP_SA GATT SERVER FRIEND. The FRIEND suffix indicates that the Friend feature
is enabled by this application. This feature is used in Section 2.4, “Mesh Network with Low Power and Friend Nodes”
on page 16 to demonstrate the friendship established between a Friend Node and a Low Power Node.

After building this application successfully, use it to program an RSL10 board, which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.3.3 Provision and Configure Client Node

To prepare for provisioning and configuring the Client device:

1. Make sure that all RSL10 boards are not powered. This procedure explains when to power on and provision
one device at a time.

2. Power on the RSL10 board programmed with the CLI application (built in Section 2.2.2.1, “Command Line
Application for Provisioner” on page 8). For your convenience, you might want to use the USB power supply
configuration for this board. Using the onboard micro USB-B port, connect this board and the computer. This
board is now being used as the Provisioner, and further steps show how to configure it to perform this role.

3. Open an instance of the UART terminal software with the settings as described in Section 2.1, “About the
UART Terminal” on page 6.

4. Power on the RSL10 board programmed with the Generic OnOff Client application (built in Section 2.3.2.2,
“Stand-alone Application for Generic OnOff Client” on page 13). This board is now being used as the OnOff
Client device.

In the Provisioner UART terminal, perform the following steps to provision the OnOff Client device:

1. Go to root > core > provision

2. Enter setup 2 2

NOTE: Connectable Unprovisioned Beacons might also be received prior to setting up as Provisioner in
Step 2. The Provisioner displays information regarding Unprovisioned devices that it detects to
its UART terminal. Note that Bluetooth Low Energy public addresses of detected devices are
displayed in hex (e.g., 60:C0:BF: 03 :05:D8). However, when using those addresses in the
subsequent steps, exclude the colons (:) (e.g., 60COBF0305D8).

3. Gotoroot>brr
4. Connect to the Client device using connect 0 <BleAddr>, where <BleAddr> is the Bluetooth Low Energy
public address of the Unprovisioned Client device. For example, connect 0 60COBF0305D8

www.onsemi.com
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5. Discover the mesh Provisioning Service in the Unprovisioned device using discover 0
6. Once the mesh Provisioning Service is discovered, enable the mesh Provisioning Data Out Characteristic for
Notifications using config_ntf1 0
7.  Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success).
NOTE: The device is now provisioned and considered an OnOff Client Node. It receives its address
<addr> as part of the Provision data sent to it from the Provisioner. You can see the <addr> in
the UART terminal of the Provisioner.

Continue with the following steps to set up mesh Proxy Service in the Client Node:

1. Disconnect the Client Node using disconnect
Connect again to the Client Node using connect 0 <BleAddr>, where <BleAddr> is the Bluetooth Low
Energy public address of Client Node.

3. Discover the mesh Proxy Service in the Provisioned device using discover 1

4. Once the mesh Proxy Service is discovered, enable the mesh Proxy Data Out Characteristic for Notifications
using config_ntf11

5. Wait for Proxy UP Event.

Perform the following steps to configure the OnOff Client Model of the Client Node:

Go to root > model > modelc > config

Enter setup

Enter publishaddr <addr>, where <addr> is the unicast address of Client Node.

Enter appkeyadd 0 0 11223344556677889900aabbccddeeff

Enter bind <addr> 0 1001 1001, where <addr> is the unicast address of Client Node.

Set the proxy feature of the Client Node using proxyset 1

Enter modelpublicationset <element addr>c¢lel 0070101001, where <element addr> isthe element
address (in this example, it is the same as the unicast address of Client Node, which is 2).

Go to root > brr

9. Disconnect the Client Node using disconnect

AR e

®

2.3.4 Provision and Configure Server Node

To prepare for provisioning and configuring the Server device, power on the RSL10 board programmed with the
Generic OnOff Server application built in Section 2.3.2.3, “Stand-alone Application for Generic OnOff Server” on
page 14. This board is now being used as the OnOff Server device.

In the Provisioner UART terminal, perform the following steps to provision the OnOff Server device:

1. Go to root > core > provision

2. Enter setup 2 2

NOTE: Connectable Unprovisioned Beacons might also be received prior to setting up as Provisioner in
Step 2.

3. Gotoroot>brr

4. Connect to the first Unprovisioned Server device using connect 0 <BleAddr>, where <BleAddr> is the
Bluetooth Low Energy public address of the first Unprovisioned Server device.

5. Discover the mesh Provisioning Service in the Unprovisioned device using discover 0

6. Once the mesh Provisioning Service is discovered, enable the mesh Provisioning Data Out Characteristic for
Notifications using config_ntf 1 0
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7.  Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success). At this point,
the first Server device is provisioned and becomes Server Node 1 of the mesh network.

Perform the following steps to set up the OnOff Model of the CLI Provisioner:

1.  Go to root > model > modelc > onoff
2. Enter setup

Perform the following steps to configure the OnOff Server Model of the Server Node:

Go to root > model > modelc > config

Enter publishaddr <addr>, where <addr> is the unicast address of Server Node 1.

Enter appkeyadd 0 0 11223344556677889900aabbccddeeff

Enter bind <addr> 0 1000 1001

Enter modelsubscriptionadd <addr> clel 1000, where <addr> is the unicast address of Server Node 1.
Go to root > brr

Disconnect the Server Node 1 using disconnect

AR e

In the Provisioner, repeat all of the above steps to provision the second Unprovisioned Server device (note that
<BleAddr> and <addr> have to be changed accordingly). At this point, the second Server device is provisioned and
becomes Server Node 2 of the mesh network.

2.3.5 Test the Mesh Network

Test the mesh network by sending OnOff commands from a Generic OnOff Client Model setup in Provisioner
(Client #2 in Figure 2) to the Server Nodes, using a unicast address or a group address.

Go to the Provisioner UART terminal window and do the following:

1. Go to root> brr
Connect to the mesh Proxy (co-located with the Client Node) using connect 0 <BleAddr>, where <BleAddr>
is the Bluetooth Low Energy public address of the mesh Proxy/Client Node.

3. Go to the Generic OnOff Client Model in the Provisioner by doing root > model > modelc > onoff

4. Enter publishaddr <addr> 0, where <addr> is a unicast address of a Sever Node (in this example, it is 3 or 4,
etc.) or a group address (in this example, it is Oxclel).

5. Enter set 1 0 to send a “Turn On” command, set 0 0 to send a “Turn Off” command. Each time the OnOff
Client Model of the Provisioner sends such a command, the targeted Server Node or all Server Nodes
subscribed to the targeted group receive the command and immediately turn on/off their LEDs accordingly.
This demonstrates the mesh Proxy Service provided by the Client Node.

You can also press the SW1 button of the Client Node (Client #1 in Figure 2) to send “Turn On” or “Turn Off”
commands to the Oxclel group. All Server Nodes subscribed to this group immediately turn on/off their LEDs
accordingly.

2.4 MESH NETWORK WITH Low POWER AND FRIEND NODES

2.41 Goals

These instructions show how to create a mesh network with Low Power and Friend Nodes. This section assumes
that you have a working mesh network with a Provisioner, a Client Node, and a Server Node with Friend feature
enabled (in this case, this node is called Friend Server Node). The main goals in this section are to show how to add a
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Server Node with the Low Power feature enabled into the network, and to demonstrate mesh operations associated with
Low Power and Friend features.

NOTE: The following examples are specific to PB-ADV. To adapt the following examples to PB-GATT,
change the MESH APP values and steps required to provision and configure the Server Node
(with Low Power feature enabled) accordingly.

2.4.2 Stand-alone Application for Generic OnOff Server (Low Power Feature Enabled)

To build the stand-alone Server Node application with Low Power feature enabled, in
ble_mesh\include\app_mesh.h file, define the constant MESH_APP with the value
MESH_APP_SA ADV_SERVER_LOWPOWER.

After building this application successfully, use it to program an RSL10 board which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.4.3 Provision and Configure Generic OnOff Server (Low Power Feature Enabled)

Provision and configure the Unprovisioned device in Section 2.4.2 as instructed in Section 2.2.5, “Provision and
Configure Server Node” on page 11. In this case, this node is called Low Power Server Node.

2.4.4 Test the Friend and Low Power Features

Test these features by sending OnOff commands from the Client Node to both Server Nodes using a group address.
Go to the Provisioner UART terminal window and do the following:

Go to root > model > modelc > config

Enter publishaddr 2

Enter modelpublicationset 2 ¢1e1 007 01 0 1001 (2 is assumed to be the unicast address of the Client Node).

On the Client Node, press the SW1 button to send a “Turn On” or “Turn Off” command. Both Server Nodes

subscribed to the Oxclel group receive the command and immediately turn on/off their LEDs at the same time.

5. Onthe Low Power Server Node, press the SW1 button to send a Friend Request command to the network. The
Low Power Server and Friend Server Nodes exchange a number of messages to establish their friendship. The
friendship establishment procedure takes a few seconds to complete.

6. On the Client Node, press the SW1 button to send a “Turn On” or “Turn Off” command. The Friend Server

Node receives the command and immediately turns on/off its LED accordingly (it also queues this command

for the Low Power Node). The Low Power Server Node, on the other hand, only receives the command after it

wakes up and polls its Friend Node; therefore, it turns on/off its LED accordingly after some time delay. In the

sample application, the Friend Poll Timeout is set to 10 seconds; therefore, the observed delay is typically a

few seconds.

el S

This demonstrates the friendship established between the Friend and Low Power Nodes and its associated
operations. Additionally, you can use a current meter to verify that during the idle time between two consecutive Friend
Poll events, the Low Power Server Node goes into sleep mode and its current consumption is much lower than the
current consumption in run mode.

www.onsemi.com
17



RSL10 Bluetooth® Low Energy Mesh Sample Code User’s Guide

2.4.5 Adding Additional Low Power Server Nodes to the Mesh Network

Additional RSL10 boards configured as Low Power Server Nodes can be added to the existing mesh Network
(established in the above experiment). This is done by following the same procedure presented in Section 2.4.3,
“Provision and Configure Generic OnOff Server (Low Power Feature Enabled)” on page 17, for building the
stand-alone Server Node application with Low Power mode enabled. Next, follow Section 2.4.3, “Provision and
Configure Generic OnOff Server (Low Power Feature Enabled)” on page 17, for provisioning and configuring the Low
Power Server Node.Additional friendships can then be created by following Step 5 in Section 2.4.4, “Test the Friend
and Low Power Features” on page 17, to test out the additional Low Power Server Node. Note that currently, each
Friend Node can only support up to five Low Power Nodes.

2.5 MESH NETWORK WITH RELAY NODES
2.5.1 Goals

These instructions show how to create a mesh network with a Relay Node. This section assumes that you have a
working mesh network with a CLI Provisioner and Server Node. The main goals in this section are to show how to add
a Relay Node and a Client Node to test the Relay feature.

NOTE: The following examples are specific to PB-ADV. To adapt the following examples to PB-GATT,
change the MESH_APP values and steps required to provision and configure the nodes

accordingly.

Figure 3, below, illustrates the placement of the Client, Relay, and Server Nodes in order to test the Relay feature.

Relay Node
(RSL10)
Client Node 0 Server Node
------- message to Uaddr 4===== eeccccccccccccccccccncs
(RSL10) g > > (RSL10)
— UAddr=4
UAddr=2 UAddr=3
------- ADV-=====-
UART:
Provisioner
Command Line - UART
(RSL10)

Figure 3. A Test Network with a Relay Node

2.5.2 Stand-alone Application for Relay Node

To build the stand-alone application with the Relay feature, define the constant MESH_APP with the value
MESH APP SA ADV_CLIENT RELAY in the ble_mesh\include\app_mesh.h file.
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After building this application successfully, use it to program an RSL10 board which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

NOTE: You can also use a Server Node as the Relay, in which case the constant MESH_APP is defined
with the value MESH APP SA ADV_SERVER RELAY. The OnOff Server and Client Models are
optional for the Relay Node.

2.5.3 Stand-alone Application for Generic OnOff Client (for testing the Relay feature)

To build the stand-alone Client Node application for testing the Relay feature, define the constant MESH_APP with
the value MESH_APP SA ADV CLIENT RELAY TESTING in the ble_mesh\include\app_mesh.h file.

After building this application successfully, use it to program an RSL10 board which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.5.4 Provision and Configure the Relay Node

Provision and configure the Unprovisioned device in Section 2.5.3, “Stand-alone Application for Generic OnOff
Client (for testing the Relay feature)” on page 19 as instructed in Section 2.2.4, “Provision and Configure Client Node”
on page 10.

2.5.5 Provision and Configure the Generic OnOff Client (for testing the Relay feature)

Provision and configure the Unprovisioned device in Section 2.5.2, “Stand-alone Application for Relay Node” on
page 18 as instructed in Section 2.2.4, “Provision and Configure Client Node” on page 10.

2.5.6 Test the Relay Feature

For your convenience and to properly execute this test, you may want to use a mobile power source (eg. an external
battery pack or power bank) to power the Relay Node and Server Node. First, find a location where the Server Node is
out of range of the Client Node. Then, place the Relay Node in a location between the Server Node and Client Node that
will allow the Relay Node to relay messages between those two nodes.

For detailed steps, go to the Provisioner UART terminal window and do the following:

1. Go to root > model > modelc > config
Enter publishaddr <address of the Client Node>

3. Enter modelpublicationset <address of the Client Node> <address of Server Node>007010
1001

4. On the Client Node, press the SW1 button to begin sending OnOff commands to the Server Node every two
seconds. The LED on the Server Node turns off and on every two seconds.

5. Move the Client Node and the Server Node away from each other until the LED on the Server Node stops
blinking (this could be up to 100m away depending on the environment). The Server Node is now out of range
of the Client Node.

6. Leave the Client and Server Nodes where they are, and put the Relay Node somewhere between them. Then,
on the Relay Node, press and hold the SW1 button for 2 seconds (its LED blinks once) to enable the Relay
feature. Move the Relay Node along the path between the Client and Server Nodes until the LED on the Server
Node begins to blink again.
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This demonstrates that the Relay feature of the Relay Node has been enabled and is working correctly.

2.6 MuLTIPLE ELEMENTS NODE
2.6.1 Goals

These instructions show how to create a mesh network with a Node that contains two elements. The primary
element contains a Generic OnOff Server Model, and the secondary element contains a Light Lightness Server Model.
This section assumes that you have a working CLI Provisioner. The main goals in this section are to show how to add a
node with multiple elements to the network, how to configure them, and how to work with the Light Lightness Model.

NOTE: The following examples are specific to PB-ADV. To adapt the following examples to PB-GATT,
change the MESH_APP values and steps required to provision and configure the Nodes
accordingly.

Figure 4, below, illustrates the addressing of the primary and secondary elements and models in the Multiple
Elements Node.

Primary Element Primary Element
r——— — — | Generic OnOff
| Generic OnOff ' Server Model
| ‘ Client Model |--- ------------ message to UAddr 2====eeeeaq -<Pp Model ID =
| Model D= | 1000

1001
I______| Addr = 2
-——— — — Secondary Element
| Light Lightness Light Lightness
| Client Model Server Model
|~--- ----------- message to UAddr 3r==e=e=e== SET 2
| Model ID = Model ID =
1302 | 1300
- _— _— _
Addr =3
Provisioner Uaddr =2
Command Line .
(RSL10) Multlpi\llzs:eement
(RSL10)

Figure 4. Mesh Network with a Multiple Elements Node
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2.6.2 Stand-alone Application for Multiple Element Node

To build the stand-alone Multiple Element Node application, define the constant MESH_APP with the value
MESH APP SA ADV MULTIPLE SERVERS in the ble_mesh\include\app_mesh.h file.

After building this application successfully, use it to program an RSL10 board which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.

2.6.3 Provision and Configure Multiple Element Node

Power on the board programmed with the Multiple Element application built in Section 2.6.3, “Provision and
Configure Multiple Element Node” on page 21. The board is now being used as the Multiple Element device.

In the Provisioner UART terminal, perform the following steps to provision the Multiple Element device:

Go to root > core > provision

Enter Setup 2 1

Wait for the Recvd PROV_EVT_UNPROVISIONED_BEACON reception

Enter bind 1 0

Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success) in the
Provisioner.

R

The device is now provisioned. It receives its unicast address <Addr> as part of the provision data sent to it from
the Provisioner. In the UART terminal of the Provisioner, you can see the <addr> where it is labeled UAddr:

Key ID : 0x0000
Flags : 0x00
IVIndex : 0x00000001
UAddr : 0x0002

Recvd PROV_EVT PROVISIONING COMPLETE

NOTE: As seen above, <Addr> is set to 2 and is the primary unicast of the Server Node. This address is
assigned to the primary element of the node, which contains the Generic OnOff Server Model.
The secondary element of the Server Node which contains the Light Lightness Server Model will
be assigned to the unicast address <addr + 1> (ie. 3 in this example).

Continuing in the Provisioner UART terminal, perform the following steps to set up the OnOff Client Model in the
Provisioner:

1. Go to root > model > modelc > onoff
2. Enter setup

Perform the following steps to configure the OnOff Server Model of the Multiple Element Node:

Go to root > model > modelc > config

Enter publishaddr <addr>

Enter Appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <addr> 0 1000 1001

PP
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1000 is the model ID of the OnOff Server Model defined by the Bluetooth SIG. 1001 is the model ID of the OnOff
Client Model defined by the Bluetooth SIG. To find the rest of the model IDs, see the Bluetooth Low Energy mesh
specification.

NOTE: The following procedure uses the Light Lightness Client that can be set up in the CLI
Provisioner. It is possible to use another device programmed with the stand-alone Light
Lightness Client to send the lightness commands to the Light Lightness Server in the multiple
element node. The setup would be the same as using an OnOff Client device to talk to an OnOff
Server, except the model ID in commands would need to be 1302 instead of 1001. Once properly
set up, the SW1 button on the Light Lightness Client toggles the brightness of the LED in three
states: high, moderate, and low.

Perform the following steps to set up the Light Lightness Client Model in the Provisioner:

1. Go to root > model > modelc > lightness
2. Enter setup

Perform the following steps to configure the Light Lightness Server model in the Multiple Element Node:

Go to root > model > modelc > config

Enter publishaddr <aAddr>

Enter Appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <Addr + 1> 01300 1302

bl S

IMPORTANT: Itis crucial that the bind command for the lightness model is addressed to the primary element's
address plus one.

1300 is the model ID of the Light Lightness Server Model defined by the Bluetooth SIG. 1302 is the model ID of
the Light Lightness Client Model defined by the Bluetooth SIG. To find the rest of the model IDs, see the Bluetooth
Low Energy mesh specification.

2.6.4 Test the Mesh Network

Test the mesh network by sending OnOff commands from the OnOff Client model of the Provisioner, and by
sending lightnessset commands from the Light Lightness Client Model of the Provisioner to the Multiple Element
Node.

Go to the Provisioner UART terminal window and do the following:

Go to root > model > modelc > onoff
Enter publishaddr <Addr> 0

Enter set 0 0

Enter set 1 0

L=

Repeat the last two commands to turn the LED off and on.
Testing the Light Lightness model:

1. Go to root > model > modelc > lightness
2. Enter publishaddr <Addr + 1>0
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3. Enter lightnessset 00ff 1
4. Enter lightnessset ffff 1

Repeat the last two commands to change the brightness of the LED.

2.7 MESH NETWORK WITH A MULTIPLE ONOFF CLIENT MODELS NODE
2.7.1 Goals

These instructions show how to create a mesh network with a Node that contains multiple instances of a given
model. In this case, one Client Node contains two instances of the OnOff Client Model. This section assumes that you
have a working mesh network with a CLI provisioner and two Server Nodes. The main goals in this section are to show
how to add a node with two instances of the Generic OnOff Client Model to the network (in this example, the node must
contain two elements, each of which containing one model instance in them), how to configure them, and how to work
with them.

NOTE: The following examples are specific to PB-ADV. To adapt the following examples to PB-GATT,
change the MESH_APP values and steps required to provision and configure the Nodes
accordingly.

Figure 5, below, illustrates the addressing of two different instances of the Generic OnOff Client Model in the
Multiple OnOff Client Models Node.
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Primary Element Primary Element Primary Element
Message o |
Generic OnOff to | Generic OnOffI Generic OnOff
Server Model UAddr 4 | Client Model Server Model
=== 1 [ :'"'"P
Model ID = | Model D= | . Model ID =
1000 | 1001 | ! 1000
________ [ !
1
Addr =4 Addr=2 : Addr=5
|
1
1
Secondary Element :
r———-_-—-—-— a !
| Generic OnOff | :
| Client Model it~
[ I
Model ID = |
I 1001 Message
L __ _ I to
Addr=3 UAddr 5
UAddr =4 UAddr =2 UAddr =5
Server Node 1 Mu!t|ple OnOff Server Node 2
(RSL10) Client Node (RSL10)
(RSL10)

Figure 5. Mesh Network with a Multiple OnOff Client Models Node

2.7.2 Stand-alone Application for Multiple OnOff Client Models Node

To build the stand-alone Multiple OnOff Client Models Node application, define the constant MESH APP with the
value MESH APP SA ADV_MULTIPLE CLIENTS in the ble_mesh\include\app_mesh.h file.

After building this application successfully, use it to program an RSL10 board which then advertises as an
Unprovisioned device.

Refer to Section 2.2.3, “Reset Provisioning Information” on page 9 to reset the provisioning information.
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2.7.3 Provision and Configure Multiple OnOff Client Models Node

Power on the board programmed with the Multiple OnOff Client Models application built in Section 2.7.2,
“Stand-alone Application for Multiple OnOff Client Models Node” on page 24. The board is now being used as the
Multiple OnOff Client device.

In the Provisioner UART terminal, perform the following steps to provision the Multiple Element device:

Go to root > core > provision

Enter Setup 2 1

Wait for the Recvd PROV_EVT_UNPROVISIONED_BEACON reception

Enter bind 1 0

Wait for Reevd PROV_EVT_PROVISIONING_COMPLETE with status 0x0000 (Success) in the
Provisioner.

R

The device is now provisioned. It receives its unicast address <Addr> as part of the provision data sent to it from
the Provisioner. In the UART terminal of the Provisioner, you can see the <addr> where it is labeled UAddr:

Key ID : 0x0000
Flags : 0x00
IVIndex : 0x00000001
UAddr : 0x0002

Recvd PROV_EVT PROVISIONING COMPLETE

NOTE: As seen above, <Addr> is set to 2 and is the primary unicast address of the Multiple Client Node.
This address is assigned to the primary element of the node, which in this case contains the first
instance of the Generic OnOff Client Model. The secondary element of the Multiple Client Node
which contains the second instance of the Generic OnOff Client Model will be assigned to the
unicast address <Addr + 1> (ie. 3 in this example).

Continuing in the Provisioner UART terminal, perform the following steps to configure the first OnOff Client
model:

Go to root > model > modelc > config

Enter publishaddr <Addr>

Enter Appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <Addr> 0 1001 1001

L=

Perform the following steps to configure the second OnOff Client model:

Go to root > model > modelc > config

Enter publishaddr <Addr>

Enter Appkeyadd 0 0 11223344556677889900aabbccddeeff
Enter bind <Addr + 1> 01001 1001

L=

1001 is the model ID of the OnOff Client Model defined by the Bluetooth SIG. To find the rest of the model IDs,
see the Bluetooth Low Energy mesh specification.

IMPORTANT: It is crucial that the publishaddr is the primary element’s address, and the bind command for
the second OnOff model is addressed to the primary element's address plus one.
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2.7.4 Test the Mesh Network

Test the mesh network by sending OnOff commands from both of the OnOff Client Models to the Server Nodes.
Now set the publish info for the first OnOff Client Model by:

1. Go to root > model > modelc > config
2. Enter publishaddr <addr>
3. Enter modelpublicationset <Addr> <Addr of first Server Node>00701 0 1001

Set the publish info for the second OnOff Client Model:

1. Go to root > model > modelc > config
2. Enter publishaddr <addr>
3. Enter modelpublicationset <Addr + 1> <Addr of second Server Node>00701 01001

To send an OnOff command from the first Onoff Client Model, press and immediately release the SW1 button on
the Multiple Client Node. The first Server Node will blinks its LED accordingly. To send an OnOff command from the
second OnOff Client Model, press and hold the SW1 button for 1 second (until its LED blinks once) on the Multiple
Client Node. The second Server Node will blink its LED accordingly.
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